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<Connector

protocol="org.apache.coyote.http1l.Http11NioProtocol"
port="443" maxThreads="200"
scheme="https" secure="true" SSLEnabled="true"
keystoreFile="%HOME%/.keystore" keystorePass="changeit"
ssIProtocol="TLSv1.2" sslEnabledProtocols="TLSv1.1,TLSv1.2"
clientAuth="false“
ciphers="TLS _RSA WITH AES 256 CBC_SHAZ256,

TLS RSA WITH_AES 256 CBC_SHA,

TLS RSA WITH _AES 128 CBC_SHA256,

TLS RSA WITH_AES 128 CBC_SHA"

/>




ATV

D

- R E T ENEIERS

- T HEES & e
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[1
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HEAEMN

SREOEHBAMT:
- FEiRIEIREAEAIER

BES: gisac ncest.nat.gov . tw

WRE: TS EEIRPL

B¥EIEa 2016/ 3 1 3 2019/ 3¢ 1

|

sd@flume02:;/home/sd

0x0000: 4500 05dc 2dde 4000
0x0010: 0a03 5b6a aTbb 1lcl
0x0020: 0000
0x0030: 0136
0x0040: 78f6 3301 bfc4
0x0050: af0d 57bc 2c4f 1169
0x0060: b611 cf5a dfa3 2a9t

0x0070; T2£3 edib
0x0080: 66d2 cf34 bebd
0x0090: 5658 1as
0x00a0: 2e4c 3fc3
0x00b0: 3 besf 64e0
0x00c0: e57b 1 céb0
0x00d0: el43 g B4f2
0x00e0: 043b 0214
0x00£0: 8 bZcc ¢ 9c20

1 7fas deZc

0x0100:

§ 6a6f eds4
e2ed 55df 4c3f
3cf2 063c ffch
9241 T4eb 2900 4304

dd3c 57bc e4db bfT4

bf55 448c £79 905c f0a2
3%ed 0201 5041 495d 646f

C:\nmap—6.49BETA4>nmap ——script ssl-cert.ssl-enum—ciphers —p 443 gisac.nccst.nat

.gou.tu

Starting Nmap 6.49BETA4 < http
Nmap scan report for
Host is up <B.048s
DNS record for
STATE SERUVICE

PORT
443 /tcp open

https

ssl—enum—ciphers:

TLSv1 .8
cipher

/nmap.org > at 2816-086—15 B8:53

gisac.ncest.nat.gov.tw <117.56.7.21>
latencyd>.
117.56.7.21: 117-56—7-21 _HINET—IP._hinet.net

TLS_RSA_WITH_AES_128_CBC_SHA

TLS_RSA_S

cipher
TLSv1 .1
cipher

JITH_AES

preference:

_256_CBC_SHA

client

TLS_RSA_WITH_AES_128 CBC_SHA

TLS_RSA_}

JITH_AES

compressors:

NULL
cipher

preference:

_  least strength: A

Nmap done: 1

IP address

C:=\nmap—6 .49BETA4>

_256_CBC_SHA

client

<1 host up> scanned in 16.18 second

¥

_?D-CRE??




o FKIHH
— [ {Elik A DA IE R R R =U(Regular Expression) 520 > AR
A BB ETAE

o ZfiHH
— WVETE Bl A AR A = A
PR PR
> P
> A E (Min, Max)
> RPERTU(Emal ~ EeE - 490E - B > HHEEIRRAL)




2.1ARIE(2/3)

o BEENE
— PR =GE S 2 B R TUAP]
— JavaRyjava.util.regex

— NET & System.Text.RegularExpressions
— PHP & PregMH[B# RRI =

public static boolean check(String password){
boolean pass = false;

+ "=~ 1@ (O _+={F \\[\\ I\ )"

Pattern inputPattern = Pattern.compile(regex);
Matcher m = inputPattern.matcher(password);
pass = m.matches();

return pass;

String regex = "~(?=.%[0-9])(?=.*[a-z])(?=.*[A-Z])"

+ "[0-9a-zA-Z~ 1@#$%~* () _+={} | \\[\\1\\\\ {22, }";
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MySQL [ B[] s b
—mysqgldump -u [user] -p[password] --all-databases >
backup.sqgl

—mysqlimport -u [user] -p[password] [DB] backup.sqgl
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il e il E

Baad 7725

- LU ZEGSeES - & R A S 75
aafhy > FFHUE TIEEEN R4 H ETIAE
AR FHY

<filter>
<filter-name>AccCtrlFilter</filter-name>
<filter-class>sweb.ch7.AccCtrlFilter</filter-class>

</filter>

<filter-mapping>
<f3 r-name>

e>

</filter-mapping>

T

VAT
EivA

Web Traffic

RBAC Filter 0

0

Errorjsp
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Baad 7725

- LU ZEGSeES - & R A S 75
aafhy > FFHUE TIEEEN R4 H ETIAE
AR FHY

<filter>
<filter-name>AccCtrlFilter</filter-name>
<filter-class>sweb.ch7.AccCtrlFilter</filter-class>

</filter>

<filter-mapping>
<f3 r-name>

e>

</filter-mapping>

T

VAT
EivA

Web Traffic

RBAC Filter 0

0

Errorjsp
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bed > Hipden

public class AccCtrlFilter implements Filter {
public void doFilter(ServletRequest request, ServletResponse
FilterChain chain) throws IOException, ServletException {

HttpServletRequest req = (HttpServletRequest) request;
HttpServletResponse res = (HttpServletResponse) response;
HttpSession session = req.getSession();
reqg.setCharacterEncoding("UTF-8");
res.setCharacterEncoding("UTF-8");
String user_id = (String) session.getAttribute("id");
Map priv = (Map) session.getAttribute("priv");

if (user_id == null || priv == null) {
res.sendRedirect(req.getContextPath()+"/Login.jsp");
return,

¥

String urd = reg cetReguestURT ().

if (priv.containsKey(uri)) {
chain.doFilter(request, response);

}else{
res.sendRedirect(req.getContextPath()+"/Error.jsp");
return;

response,

L~

L~
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HEEHH

ELREE
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FEE
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%d{yyyy-MM-dd HH:mm:ss.SSS} [%t] %-5p %c %L - Yom%n"/>

2015-01-01 12:25:38.123 [main] DEBUG com.abc.ClassA 2 - debug msg
2015-01-01 12:25:38.123 [main] WARN com.abc.ClassA 3 - warn msg
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<{session-config>
<session-timeout>30</session-timeout>
<cookie-config>
{secure>true</secure>
</cookie-config>
</session-config>

Baas 7725
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~ DR GESHUERY 772 - BAERRS & 3¢ 08 B (Session) i

L

public class LogoutAction extends BaseAction {

public String execute() throws IOException {
setLoggingData(Logging.LOG_IN_OUT, "Zdmzh!");

String logoutpage = (String) session.getAttribute("locale");
session.invalidate();

if ("en_US".equals(logoutpage)) {

HttpSession session = ServletActionContext.getRequest().getSession();
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HIEHA
—1. (EFIRE GRS try-catchaBi » RS A SR A RFH SRR
SRR EELE -

—2. {58 4 e e as SE AR R B A

{error-page>
<exception-type>java.lang.Throwable</exception-type>
<location>/error.jsp</location>

{/error-page>
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~ZIER SR EA SRR - WIS TR IR E A& [ 5

SN=UiE

[ [{EREREEEE

if( checkLockout(list, id, ip, period) ){
request.setAttribute("msg", "{ERZEECEHEE.");
requestDispatcher.forward(request, response);
return;

¥

if(true)
throw new Exception("Error occurred");

[ /B EIRREIEEE E#
if( checkPW(list, password) ){
if (checkExpiration(list, "1")){
HttpSession s = reqguest.getSession();
s.setAttribute("id", 1d)|

ERRPUNEE

=
N
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R

=il <

X ERR R By

National Information and Communication Securty Center
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T
wETHE

BEER

> BB > EREEH T8
HENEWEM T H#

2
X
=
L

TERAASNERRFPERZRET , XHERTH
2016/7/1 10:22:14

2016/7/1 10:22:14

FXHGEE BEXEERRIRELR. THAR "#E T2 RRBRRESEH
(SSDLC): ;s ZHMEL - TERBHBMRNER RGN  FTCEHREQRNRBS
(RFP)E  FERAGEMZZFRZSTRE -

EMZAZIERRFPERZFTREARVL.0.pdf

2016/7/1 10:22:14

BXFBERZENEPDL BHHEE i HARKBRRE HERIGREE TERERS

Lhttps://www.nccst.naLgov.tw/Handout.aspx?lang=zh ]

https://www.nccst.nat.gov.tw/HandoutDetail?lang=zh&seq=1253 -
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o IS (Brainstorming) ~ KA LIFE 5
« 88 Z<(Checklist)

=i /\Z&(Data Classification)

ax FHZE G 8 (Misuse Case Modeling)

« KRB RETPEEEEIREIER
}_JZ 57215 (Threat Modeling)
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OWASP - ASVS

V2: Authentication
Verification Requirements

The table balow defines the coresponding verfication requiraments that apply for aach of the verification
leveds. Verification requirements for Level 0 are not defined by this standard.

AUTHENTICATION
VEREICATION REQUIHEMENT
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Secunng Web Appllcatlon Technologies

ERROR HANDLING AND LOGGING

DATA PROTECTION

CONFIGURATION AND OPERATIONS

AUTHENTICATION

SESSION MANAGEMENT

INPUT AND OUTPUT HANDLING

ACCESS CONTROL

BESTFRACTICE

Apply Access Comtrcts Clesa
Consisusendy

DESCRIPTION
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B &% 3218 (Threat Modeling)

@ FEZERRARMIENTTE - LNBERE -

E/:“_JZ ILTTH:F'{ﬁ

@ ENHRNBHN TRV - SAI B EEBRE -

BB R REESNEFIER

1. Identify Assets

2. Create an Architecture Overview

3. Decompase the Application

5. Document the Threats

4. |dentify the Threats I

6. Rate the Threats

no Bl D] BERS B EIS 2 4R

Mitigate

MRS

ERVIE %

Identify
Threats

F i




- 2248 A& 5 #7( Architecture Risk
Analysis)

@ I EF: /177 (Attack Resistance Analysis)
@ =il 2 AT (Ambiguity Analysis)

® K

EHEZR55 R0 T (Underlying Framework Weakness

Analysis)




MBIRREN .
(Attack Resistance Analysis)

® 2 "FEEE, B BRAE TS, NEBRBIEE

— OWASP Top 10
— SANS Top 25
— WASC Attack & Weakness list

"y, % ¥
s % 2 B (Absseof Fanctivealiny).

B # & $Baue Foree)

& & 022 tr (Buffer Overlon)

M £ A& ¥ (Cotent Spoofiag)

—
D

2 16 B & Demial of Sevice) R

ele|v|e|n|e[e|w

[
- |l

.

=

o | A REEFE & 24 &(0S Commanding)
200 | %72 #5(Path Traversal)

21¢ | o 3 @ #5F &4 ¥ (Predictable Resoarce Location)
220 | 412 % & & A(Remate File Toclusion, RET)

"
2

@ #0445 LA &) B Credentinl Session Predictien) > }
5 3% 8 354 (Cross-Site Scripting, XSS) !
CE N

0 25 § 4 68 44(Croes- Site Request Forgery, CSRF)» } }

2 1.9 % 5 i Fingerpeining)- :: -
o | B ST 3 A8 (Fouat Striug) @ : J t.JH @
+ | HITP =) 8 4R (HITP Respouse Sumgglisg)- : QERES  waENEm :
2o | HTTP = % % 81 2 R(HTTP Response Splitting)- 1 I I .
+ | HTTP 8 % 4 R(HTTP Request Sengglieg)- / :
1

14 | HTTP # £ & # o $(HTTP Requast Splitting). 51 2
15¢ | % § & {o(iteger Overfioos) % : KESAESE &
16+ | LDAP (& A(LDAP Injectica) | SR, T
170 | 368 42 A Command Injection): 3

180 | £ % fie ANull Byte Injection) mvam
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 EMERBESHF |
(Underlying Framework Weakness Analysis)

« ZMIKEEMIEEBEIS T
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DEPENDENCY-CHECK
\

Dependency CPE GAV Highest Severity CVE Count CPE Confidence Evidence Count
commons-validator-1.3 1 cpe f3 apache apache server.1.3.1 commons-validator. commons-vaidator 1.3.1  Medium 2 Low 2
httpeient-4.2.3 jar cpafaapache nitpcliont4.2.3 Medium 1 HIGHEST 14
mail Jasuniavamaill 4 javax mailmail 1 42 Medium 1 LoW 15
por-36-20091214 yar cpe ja apache poi 3 6 org apache porpo 36 Medium 4 HIGHEST 12
solr-core-4.2.0 jar cpe fa.apache.solrd 2.0 Medium 3 HIGHEST 3

YT e High 7 HIGHEST 12

cpefa

spang-mock-2 (-m4 jar cpe-/aspangscurce-spnng_frameworc? ('md org s amework:s k2 0-md Hgh 6 HIGHEST 15
cpe favmware spangsowce spring_framawork 2.0.mé

standard jar cpa:fa:apache:standard_tagibs:1.1.2 High 1 Low 6

struts2-core-2.3.16.3 jar cpa:fa:apache:struts:2.3.16.3 org.apache struts:stuts2-core:2.3.16.3 Medium 2 HIGHEST 13

ginastiles-pugin-2 316 3 jar cpeaapacheainta2 3163 org apache stnds stntss-les-plugin2 3163 Medium 2 HIGHEST 14
cpe-/a apache tiles2 3 163

xwork-core-2.3.16 3 jar cpe iz apache struts 2.3.16.3 org.apache siruls xwork xworkcore 23963 Medium 2 HIGHEST 23
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® EFNENZLZEHEIRH ~ QIELJE'?D
— OWASP Top 10 (+ARABuLZ 2 [E ) Sty ProEet
— OWASP Mobile Top 10 (+R{TEEEZ Z H )
— Application Security Verification Standard (Z# %< £ 52:8)

— Software Assurance Maturity Model (81382 2 B2 E)

® OWASP Enterprise Security APl (ESAPI)
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$str = "SELECT * FROM Users WHERE Username=""3$%user." and
Password= ""

nr /

$pass."" 7

R Suserl K $passE B MIRE  BRERZEHBA "™ or ' ="
FE - REEMLT

$str="SELECT * FROM Users WHERE Username="or "="and
Password= "or

/
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WHARFREEZER - FRTEAR

B HSEECommandil E i A
HEOHMEMIZL - TableA2TE « SQLIRAEE:
e A Se I ER T

PhREEE -

& FgPrepared Statements - ffldllJava PreparedStatement() - .NET
SglCommand(), OleDbCommand() - PHP PDO bindParam()

& FAStored Procedures

BRENMEFMBEAE

@R S RERIBIFAENFIT - Aldlmysql_real_escape_string -
addslashes
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AL ERRE EERRBEERENINITHEKELEIE RS
1T - FENEZRBIAFPRNCookiesl SessionE R
BEREREEAGGAERE -

IEABEISKRENINE - BEFTEXSSKE -

T EEH S A—E AL

#itServerimEX 1 FCookie

BEServerln FBEXSSWE - FEFEFCookie[tlE R
Bad Server

WEENB DZR:8Bad Server EEUIES ZE & Cookie
WEZNSTHERSREENE D




A2 - Cross Site Scripting (XSS ) ( I8
D& Bl 2 T 2 )

B)\j; Ln?t

nE HHEEARE
EmHjEEﬁQEncodlngﬁlE
EHEREEGIRE  MABEREEZE
PHPEFhtmlentitiesi@ &+ &
NETfEAMicrosoft Anti-XSS Library
OWASP Cross Site Scripting Prevention Cheat Sheet
Z1EXSSIERPattern£ =



http://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Cheat_Sheet
http://ha.ckers.org/xss.html

AILERENPBITIEENE s B INEERtRlE - 4l
mn - BAFEINR - SESSIONEIEE « Cookie RIRE « &

Bian

FEFRTZTLSESSION Timeout’S B E - FHEBEFERA
& H“‘”J\Téﬁﬂ/zﬁ”tﬁ NEFEEAGRE - WE %E%“L
—ERE ZEFERRE— SH“‘ Al D BEE

A

1R EASSL/ TLSINE - ERZEER—RAER

ol B AR A - I EE %ﬁﬁﬁSniffer%@ﬁEHY%User ID
25 - SESSION ID%% - #E—FE AR -

5 LBl 2 B 70 fRg DIBE TR R AV I+ -



EIEENWAEMU THRE
FTERZES ~ Session ID ~ DIREMEH B EZBINEZEES ?
BB BRBMA g hash{RENS ?
B 55 B AT EE M5 R Bl el 8 Efth 55 R Z ok ?
Session ID2&EEURLIRE T2k ?
Session IDE2&ATimeoutt&Hl ?

FhFgiE .

= AT =AICOOKIE / SESSIONfREE
A TBEFINEBSESSION
BARIBNEMN B H ERSSLINE

A% E 7T =Y Timeouti
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http://example/read.php?file=../../../../../../../c\boot.ini -
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BARLERAENNSAERZEATIZEHTIPIES - BALLA]
(EABKEE - ERRREEIHREEIIT -

BN - WBEERIEANE © <img
src=" httoy/servercom/send.asp?to=.." > - XEEZEBNRILEE
Z1& - shEEservercomEHH Tsend.aspBETA
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EEWARRRZE - BHRfEmRS - B - BESE - E2HWGoogle
Hacking B #ZEUS B 593, -

Pheg i -

HES PR AT B EMIENA ? 2588 _L&HPatch?

ABZRIRTE - BE ~ i - BEEE AR ?

ARG A E N ?

ZEREGETTH ?

iz 2 G E AR B KIRERERE ?
BIERE  RFERITER NS - Ao DIERR R —EEIEER -
http://www.phenoelit-us.org/dpl/dpl.html
http://www.routerpasswords.com/
http://www.defaultpassword.com/



http://www.phenoelit-us.org/dpl/dpl.html
http://www.routerpasswords.com/
http://www.defaultpassword.com/

BRSBTS - FR/NEBEZ 0 ZRAI BEEFHEESHES
srol S EREENNER - AIINERE THE - EXERER - B A
EMBEERRES

ER I 2RER -

/admin

/backup

/logs

/phpmyadmin

/phpinfo.php

/manage

EEAZERNBERESR - WEERZBNE - oLURFEE -
PhEiEaz .
HTTP Service & #ZPRIZKIRIP
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R EENEER
AL ZRIBIBAE
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%Iﬁﬁﬁ’éﬁﬁﬁfﬁi‘“ﬁﬂ%ﬁﬁﬁ%Forward%Redlrect?:Efm
BHE AL - RARENET - IEROFEREZENE
B ZHEE_JZM 24 - EEFRRHEFNER -

Bian
http://example.cc/redirjsp?url=evil.com
http://example.cc/func.jsp?fwd=admin.jsp
http://g.msn.com/9SE/1?http://xxx.com

PhREiEE
JE M E SR 2 FHRedirect & Forward
e BoUE NFNERES AN



http://example.cc/redir.jsp?url=evil.com
http://example.cc/func.jsp?fwd=admin.jsp
http://g.msn.com/9SE/1?http://xxx.com

A U FE ) %f‘bxzﬁﬁ!ﬁli‘métﬁfﬂﬁ & ~ £
B 9TV N A E E AT %fﬂnﬁ@ﬁ’\’e\r%%ﬁﬁy Z
Z - B EEEEZEMENSRE—BLR
B2 EHS L IRRES - ol DI E e —JHSEEZ%&F
EXS i 2R CARFFEITIR AR - HlE0Cain & Abel -
MD5 Reverse Lookup=: -

Bjj i_n?t:

ERIRALARZEZNINEEE A
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1--" T B = ARy

HBEERAENREEHEWENRIREINZRINEE - B SEREH -
HURIREE - EIIRBACEEE -

Bl . WEEBIEREAARE - BEERZEcookie ; AJULKRFEFEY -
ERHEBZRAPBEIL -
Pheg i -
== 0 BN NI & iE 4R
CookiefEHSecure Flag
ERINERRRE AWK Edomaingy
BiInERTERNNRBE SR
http://www.owasp.org/index.php/Transport Layer Protection Ch
eat Sheet
Cookie Secure Flags& & :
PHP setcookie ("TestCookie", "", time() - 3600, “/",
".example.com", 1);
JSP cookie.setSecure(true);
ASPNET cookie.Secure = True;

— N —



http://www.owasp.org/index.php/Transport_Layer_Protection_Cheat_Sheet
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ERPIREFE ARSI ERE LRIVERER - B LREER
MMABRRE - AN AZRESHRBBEM TLIRAEFE « MRl UITdIR
BFNENBELIRNBFTEE - HRERPIREFWAREJURSER
ZHNEFMEREAFTRNEBNEE  BERAEERHRBAKEENZE
skl - AASFERPRERESZHEE - IR ERHT
JavaScript BINEE R FICIEE AR 2R ENEE - B ABRRE ST B1FEEARIn -
#HBIEFRE PN -

public String escapeShellCmd(String input) {
String SPECTALCHAR = "#&; |*I~GAQ[I{}S" + "\\' + "\"" 4 ™" 4 "\n';
String filteredInput = input;
char strvalidate;
for (int j=0; j<SPECIALCHAR.Tength(); j++)

strvalidate = SPECIALCHAR. charAt(j);

filteredInput = filteredInput.replace(strvalidate," ');
]

}
String dir = request.getParameter("dir");

Runtime runtime = Runtime.getRuntime();
Process proc = runtime.exec("/bin/sh du -s /webroot/" + escapeShellCmd(dir));

return filteredInput;
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— B#AIE AR 8 (Cross Site Scripting)
SHILARFEFEXSS) B— B HBEEAREREIVEILES
BaEHITHE - TEFEREWeb ERARRNBESAOEEZFSE - I
BIERBEEHTML ENABR Z—  FEXEZAER BB
TEENHAZS - It - AlERosEEnFEEEEREINFHN
cookies - session tokens K EMZABHILEEN UK E:
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import java.io.*;
import javax.servlet. *;
import javax.serviet.http. *;

public class Helloworld extends HttpServiet {
public void doGet(HttpServietRequest request,
HTTpServlietResponse response)
throws ServleteException, IOExXception
Printwriter out = response.getwriter();
String name = request.getParameter (""name’);

out.printin(name);

3 Cross Site Scripting JAVA#E R &5

import java.io.*:
import javax.serwviet.®;
import javax.servlet.http.*;

import org.apache. commons. lang. StringeEscapeutils;

public class Helloworld extends HttpSerwvlet {
public void doGet(HttpServietRequest request,
HTtTpServietResponse response)
throws ServietException, IOException {
Printwriter out = response.getwriter();
String name = request.getParameter ("'name”);

out.printin(stringescapeutils. escapeHtml] (name));

3} Cross Site Scripting JAVA 18512 & &0 {5
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trunk/KnowledgeSystem/src/cn/siox/utiVdatabase/DictOperator java

String url = "jdbc:imysql://localhost:3306/siox_english";

3:
4: jJava.sql.Connection conn = Dnve:nanaqe:.qat(:onnecuonsurl‘ "!OOC" '111111'!;
S: java.sql.Statement stmt = conn.createStatemenc():

siox-knowledge-kit. gooalecode com/svn - Unknown - Java - More from svn »

trunk/src/test/dbtest java

1303 //
131: con = DriverManager.getConnection(url, "root”™, "iiisc”):;
132 Statement select = con.createStatéme )2

stockmanagementcapstoneproject gooalecode com/svn - Unknown - Java

uEngine-Web/genericWebApp/selection.

String url="jdbc:oracle:thin:@172.16.2.163:1521::demcora™;
Connection conn = Dziver)(anager.geb(:omotlon‘nrli "renewal"i "renewal®) ;

W N
oo o

uengine cvs.sourceforge net/cvsroot/uengine - Unknown - JSP - More from uengine »

trunk/QYProject/srctest/JDBCTest java

is:  // BUEW

49: conn = l:)rj.ve::!unager.geu':onnection‘m:lr "hslis"‘ "hsl;S"l:

50: Statement stmt = conn.createStatement ()
personaldatacollector googlecode com/swn - Unknown - Java - More from svi »

trunk/momobot/src/momobot/Db java

public static Connection getConnection() throws SQLException {

return D:iveznamger.gawonneotion‘ml "mmomr."l "cobomom"“

FBURIS E AR F RS 2

4

B




Pl Java &l - FBZERE B FEProperty 5k BEAE R EIRSEZE -

Blan

Properties props = new Properties();
props.load(this.getClass().getResourceAsStream("/config/jdbc.properties
"))
String DB_DRIVER = props.getProperty("jdbc.driver");

String DB_URL = props.getProperty("jdbc.url™);

String DB_USER = props.getProperty("jdbc.user");

String DB_PASSWORD = props.getProperty("jdbc.password");
Class.forName(DB_DRIVER);

Connection connection = DriverManager.getConnection(DB_URL,
DB_USER,

DB_PASSWORD);

X FEHEIAVA ErEEE S
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Im#T - SENESEWAREE )ﬂZE’JSQLm/ ISR B /ﬂﬁi?ﬂﬁli $ﬂ

TARRENSQLIM S - SiEBE ARSEDNESFINAFARET O % -
rs = stut. executeluery "select ™ from user where vsername="" + username + © and passwori=" - password 4 ),

PEC T el prepsiol e o oo Staemen| CRIITCT ¥ T wa WRTRE paer T w Ttk ),
NESU TUET 15 - PrepTt, seacutayuery()!

SQL Injection JAVA#E iR &
3l

string selectstatement = "SELECT * FROM User WHERE userId = 7 ";
PreparedStatement prepStmt = con.preparestatement(selectStatement);
prepstmt.setstring(l, userId);

ResultSet rs = prepstmt. executeqQuery();

Al

SQL Injection JAVA {Efs2 &2 4l
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session_start();

if(lsession_is_registered("session_count™)) {
$session_count = 0;
$session_start = time();
$_SESSION[ 'session_count']=$session_count;
$_SESSION[ 'session_start']=%$session_start;
} else {
; $session_count++;

$session_timeout = 1800;

$session_duration = time() - $session_start;
if ($session_duration > $session_timeout) {
session_unset();
session_destroy();
$_SESSION = array();
header("Location: /login_page.php?expired=yes");
} else {
$session_start = time();
$_SESSION['session_start']=%$session_start;

AMEERBEE LSS
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S RERMmMEM RS EA(Command Injection) ~ EJF)F A (Resource
InJectlon)&i‘aamE/\(Flle Injection)Z & -

— AP 7/$A

EAEWEARAZEBAER  TARAEEERRNITAANS - TATZIE
o N WEHERTUIZEHIELEER - BT TEFEARTCEERITHS -
PhRF (BN DI EHANIT - EEUOFHNEEZNTZIZEN o HITHI
=2 ?E%E%%%ﬁjﬁﬁéﬁ%%ﬂ'ﬁ BN ZE MM RIERE - GINRTEEE
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Runtime. getRuntime().exec(request.getParameter("c”));

< EAJAVA $ERER A

public string filterInput(string input) {
string filteredInput = inpurt;

filteredInput = filteredInput.
filteredInput = filteredInput.
filteredInput = filteredInput.
filteredinput = filteredInput.
filteredInput = filteredInput.
filteredInput = filteredInput.
filteredInput = filteredInput.
filteredinput = filteredInput.
filteredInput = filteredInput.
filteredInput = filteredInput.
filteredInput = filteredInput.
filteredinput = filterediInput.
filteredInput = filteredInput.
filteredInput = filteredInput.
filteredInput = filteredInput.
filteredinput = filteredInput.
filteredInput = filteredInput.
filteredInput = filteredInput.
filteredInput = filteredInput.
filteredInput = filteredInput.
filteredinput = filteredInput.

return filteredInput;
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replace
replace
replace
replace
replace
replace
replace
replace
replace
replace
replace
replace
replace
replace
replace
replace
replace
replace
replace
replace

fa'aa e el et ta Ve Yttt Ve i i i)

B e e T B W -, B R

(D AT T

= s .

ww W W wm W W W w W W

- w w

" = = = = = = =

l|-'|-|

B L

WOE W MR R R S P N W W W W
-

I
S N

Runtime. getRuntime().exec(filterInput(request.getParameter("c")));
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File filerpath=new File(request.getParameter (input));

ERFEAJAVA t5RE 4l

filteredInput
filteredInput
filteredInput
filteredInput
filteredInput
filteredInput
filteredInput
filteredInput
filteredInput
filteredInput

input;

filteredinput.
filteredinput.
filteredInput.
filteredInput.
TilteredInput.
filteredInput.
filteredInput.
filteredinput.
filteredInput.
filteredInput.

return filteredInput;

public string filterpir(string input) {
string filteredInput =

replace
replace
replace
replace
replace
replace
replace
replace
replace
replace
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File filerath=new File(filterDir(request.getParameter (input)));
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URLtL o] DAt EFBfEinclude() - include_once() - require()Frequire_once()
R o

require(’article2’.$_REQUEST["n"]. ".php");

182X APHP f&:RE 6]

require(’'article2’.basename($_REQUEST['n"]). ".php’);

BT APHP B0l
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String strDest = request.getParameter("dest");
response.sendRedirect(strDest);

ES U JAVA fEERER A

pﬁﬁ]ic void doGet(HttpServietRequest request, HttpServiletResponse response)
throws ServletException, IOException {

string strblest = reaquest.getParameter("dest");
response.sendiRedirect{checkRedirectDest(strhest));

public =tring checkiedirectest(string dcrtEtrj
throws Un5upportedEncud1ngExcept1Gn
destStr = URLDecoder.decode(destStr, "UTF-8"};
if (destStr.startsWith("/") || destStr. startswith("http: /ASwaw/ ")) {
return deststr;
P else {

return /" + destsStr;
F

H
}

=81 JAVA Bz
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éiﬁﬁng tainted = request.getParameter("tainted”);
Cookie cookie = new Cookie("123",tainted);
response.addCookie(cookie);

Http FEZ 4> Z1JAVASE 32 &5

String safe = URLEncoder.encode(request.getParameter ("tainted"));
Cookie cookie = new Cookije("123" =afe);
response . addCookie(cookiel);

Http BE D EIJAVA (&4
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- #ma=ly - @G E2debug ER
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thglobal exception handler
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ex.printstackTrace();

A E R ERIBTRIAVATE RSB

Exiteérror("Error: $file does not exist");
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