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o A Im [ & 1= RISE

—EitcpdumpskwiresharkE T B - o EHIAEHEASE

\
/.

manav@ubuntulinux: ~

:~$ sudo tcpdump

tcpdump: verbose output suppressed, use -v or -wv for full protocol decode

listening on wlo1, link-type EN16MB (Ethernet), capture size 262144 bytes

23:12:15.734637 IP6 fe80::6c8:7ff:fe26:ceac > ffO2::16: HBH ICMP6, multicast listener report v2, 1 group record(s), length 28

IP ubuntulinux.66811 > b.resolvers.Level3.net.domain: 60873+ PTR? 6.1.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.2.0.f.F.ip6.arpa. (90)
IP b.resolvers.Level3.net.domailn > ubuntulinux.68811: 68873 NXDomain 0/1/8 (154)

IP ubuntulinux.44132 > b.resolvers.Level3.net.domain: 70627+ PTR? c.a.e.c.6.2.e.f.f.f.7.0.8.c.6.0.0.0.0.0.0.0.0.0.0.0.0.0.0.8.e.f.ip6.arpa. (90)
IP b.resolvers.Level3.net.domailn > ubuntulinux.44132: 7627 NXDomain* 0/1/8 (149)

IP ubuntulinux.54678 > b.resolvers.Level3.net.domain: 44074+ PTR? 2.2.2.4.in-addr.arpa. (38)

IP6 fese::6c8:7ff:fe26:ceac.ndns > Ffo2::fb.mdns: @ [2q] [2n] ANY (QU)? Android.local. ANY (QU)? Android.local. (81)
IP b.resolvers.Level3.net.domain > ubuntulinux.54678: 44674 1/6/0 PTR b.resolvers.level3.net. (74)

IP ubuntulinux.48932 > b.resolvers.Level3.net.domain: 34612+ PTR? 102.0.168.192.1in-addr.arpa. (44)

IP6 feBO::6c8:7ff:fe26:ceac.ndns > Ff02::fb.ndns: 6 [2q] [2n] ANY (QM)? Android.local. ANY (QM)? Android.local. (81)

q mom o
IP b.resolvers.Level3.net.domain > ubuntulinux.4@932: 34612 NXDomain* 0/1/0 (103) F
IP ubuntulinux.53519 > b.resolvers.Level3.net.domain: 3694+ PTR? b.f.0.0.6.0.0.0.0.0.6.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.2.0 |E | |E!||'|'|| |J ap UrE na VEE a |S ||:S E!E DD E
IPG feBO::6c8:7ff:fe26:ceac > FFO2::16: HBH ICMP6, multicast listener report v2, 1 group record(s), length 28 - - - - - - -
IP b.resolvers.Level3.net.domain > ubuntulinux.53519: 3094 NXDomain 0/1/0 (154)
IPG fe8O::6c8:7ff:fe26:ceac.ndns > Ffo2::fb.mdns: @ [2q] [2n] ANY (QM)? Android.local. ANY (QM)? Android.local. (81)
e26:ceac.ndns fb.mdns: @*- [8q] 4/8/3 (Cache flush) PTR Android.local., (Cache flush) PTR Android
-
H ! II
=l 1 |
g
IP b.resolvers.Level3.net.domain > ubuntulinux.49879: 54682 NXDomain ©/1/@ (103)
IP ubuntulinux.bootpc > _gateway.bootps: BOOTP/DHCP, Request from 84:fd:d1:e5:20:5e (oui Unknown), length 289 d h
IP ubuntulinux.51783 > b,resolvers.Level3.net.domain: 29099+ PTR? 1.9.168.192.in-addr.arpa. (42) F”terl ¥ EI ressmn E‘Ear A ‘
IP _gateway.bootps > 255.255.255.255.bootpc: BOOTP/DHCP, Reply, length 295 | p " pplrl
23:12:19.931402 IP b.resolvers.Level3.net.domain > ubuntulinux.51783: 29099 NXDomain* @/1/0 (101)
23 0.102446 IP ubuntulinux.55857 > 239.255.255.250.1900: UDP, length 171

C23:12:20.239751 IP 192.168.0.3.mdns > 224.0.0.251.ndns: 16 [2q] PTR (QM)? _233637DE._sub._googlecast._tcp.local. PTR (QM)? _googlecast._t

6c8:7ff: fe26:ceac.ndns fb.ndns: @*- [8q] 4/6/3 (Cache flush) PTR Android.local., (Cache flush) PTR Android

IP ubuntulinux.35676 > a23-39-122-85.deploy.static.akamaitechnologies.com.https: Flags [.], ack 89677080, win 501, options []
IP ubuntulinux.55784 > b.resolvers.Level3.net.domain: 49805+ PTR? 85.122.39.23 . . (43)

IP a23-39-122-85.deploy.static.akamaitechnologies.con.https > ubuntulinux.35076: Flags [R], seq 89677080, win ©, length @
IP b.resolvers.Level3.net.domain > ubuntulinux.55784: 49805 1/0/0 PTR a23-39-122-85.deploy.static.akamaitechnologies.com. (
IP ubuntulinux.55857 > 239.255.255.250.1960: UDP, length 171

IP ubuntulinux.49879 > b.resolvers.Level3.net.domain: 54682+ PTR? 250.255.255.239.in-addr.arpa. (46)

30 packets captured

34 packets received by filter

0 packets dropped by iernel
5

e e Destnaon Protonal  Info
10447 28 0.60 TP G333 > m-at-server [SYN] Seq=0 WineRL92 LencD

1043 0.6 A8 TCP ms-wbt-server » 62333 [N, ACK] Seqed Ack=L Win=f]

11258 276
126
726, 201%7 ! 0.60 TR B33 > me-sht-server [ACK] Seq=L Ack<l win=L7ddd
12
126

T
138
11239
11260 2
11261}
11263 2

Q038 A 0.66 %24 Conmection Request (0xed
2050 (.66 A8 w24 cormection confirm (0sdd
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WindowsE RiE<S - EFEF

o H 1T LIFEEE(Fia—¥1T—#i Ataskmgr.exe)
~EREAIER/IFFREINER
_ASRIERICLEFERERE A" SYSTEM” 5" Administrator” (B\2iEN

. . N/ Z D
Administratordz 2B ERZ)NZERF 7o —5 %
File Options View
Processes Performance App history Startup Users Details Services
6% 66% 4% 0%
Mame Status CPrU Memory Disk Network = Power usage Power usage t..
p
Apps (4)
€ Google Chrome (18) 0.7% 359.5 MB 0.1 MB/s OMbps  Very low
> [ Microsoft Word 0% 453 MB 0 MB/s OMbps  Very low
15 Task Manager 2.7% 18.8 MB 0 MB/s OMbps  Very low
T Windows Explarer 0.7% 37.0ME 0 ME/s OMbps  Very low
Background processes (47)
[ Adobe Acrobat Update Senvice (... 0% 0.6 MB 0 MB/s OMbps  Very low
Th=| Andrea filters APO access senvic... 0% 0.5 MB 0 MB/s OMbps  Very low
8| Antimalware Service Executzble 0.2% 147.0 MB 0 MB/s OMbps  Very low
(&= Application Frame Host 0% 8.6 MB 0 MB/s OMbps  Very low
5= Com for QLE application (32 bit) 0% 0.7 MB 0 MB/s OMbps  Very low
(=] COM Sumrogate 0% 2.3 MB 0 ME/s OMbps  Very low
[a=| COM Surrogate 0% 1.0 MB 0 MB/s OMbps Very low
k - > ]
Fewer details End task
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Windows®E RIES — 2% IR7%

-+ 5
® o=

—~C:\> tasklist
—~C:\> wmic process list full (Ez£4H)

o ZMBEETTRFZHEIRIFEE - oJl#Em A : C\> services.mscC

o HN1Z1]

FEFITIVARIFSIZR - Ol#@m A C\> net start

o IRFZEAFHITIEFFIIEIESIZFR : C:\> tasklist /svc

JCommand-Line ATV KA E SRR - ol AL FWERES
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SRR - FAIE D (9/20)

Windows® R5§< — {Hi&AARE
o FZAwindows's R TE T M &R F A I AR

BRES
C\> netview \\127.0.0.1

C:\> net session
C\> net use

C:\> nbtstat =S
C\> netstat -na

C:\> netsh advfirewall
show

RAIER D ZINEE - TR

TR EE BN FEIFH K
R i EARE A RZ T

RRZaEtHEAAEE
(UESESY T RVATT S

@ ENetBIOSHI T4
@B TCPEAUDPIE  -nao ©J#i rProcess ID

Windows AR BEKH%EQ
E - OE@NIES
ieE
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file://127.0.0.1

SRR - RRIEL 247 (10/20)

= 1% i B 58 (581 2 41 1B AR #55ZR (Portsl3R)

o Finetstatte < - IJHEABMITHY e Internet Assigned Numbers
AR5 Authority(IANA)

- —http://www.lana.org/assignments/p
HED WD) BRY LD ARG HE - 'u' ort-numbers

[I'OOL@ser\‘erl ~]= netstat —tunp —

Active Internet connections (w/o servers) /,
Proto Recv—Q Send—Q Local Address Foreign Address State . 1\ > 'f

I-’lD/l-’rogram name
tep 0 0 192.168.206.133:55708 74.125.164.35:80 ESTABLISHED

ractosoment —http://www.trojanhunter.com/troja
nhunter/portlist/
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/

WindowsERIE<S - 825

e GUITTHE

- ENE-NEBERAEN -ZRA BB 1TF
e Command-Linef& =

—C:\> schtasks
>EEREHRETLE - FSAl2EAAdmInistratorZ2 B ERE - SiEASYSTEM » 2 ZEH
HIfE & BT
> "at" BESEULUEREBatES NMENBIE - MAZE Rschtasks MZERBFE
> "“schtasks” 15<OIZ/~A “at” & “schtasks” HERZBOT{E
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o i EAdministrator&fZH - ¥RV - FEFEEARVNR S

—~C\> lusrmgr.msc
—FhE "REAH" - WESEAdministrator
o FHiCommand-Linet®E= - WEFHEIIFR
~C\> net user
¢ EiBCommand-Linet®E3 - @&EAdministratord A pIFERZE 2!
7=

—~C:\> net localgroup administrators

-
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SRR - RRIEL 247 (13/20)

o U BE MBS MRz m A Hiw

—C:\> eventvwr.msc

o IR E O] FEAISSIF

"Event log service was stopped”

— "Windows file Protection is not active on this system”
— "The MS Telnet Service has started successfully”

o MERET AKMACERE Z W IR ERIIRF
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o O] FHARIERITCPEAUDPEW T B

—Fport(http://www.mcafee.com/us/downloads/free-tools/fport.aspx)

~TCPView(http://www.microsoft.com/technet/sysinternals)
o EFE T LE
— Process Explorer(https://technet.microsoft.com/en-us/sysinternals/bb896653)

—E3Process Monitor(https://technet.microsoft.com/en-
us/sysinternals/bb896645)
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o B ZMR /\_47&5%%
Command-Linef==, NI A=
—C\> dir *.exe /AS/AH/S

o X ¢ E/_\Eéﬁl_

éﬁﬁ?F%%ZﬂamE%Eﬁ

B IERITIE

= | EREITAE

1
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WindowsE RIE<T — EE LM1&L
e AMEHEUERANEEEFTATREINGTMELE  mEEMLE

SXENRNE ARG HEE
—~HKLM\Software\Microsoft\Windows\CurrentVersion\Run
—~HKLM\Software\Microsoft\Windows\CurrentVersion\Runonce
KLM\Software\Microsoft\Windows\CurrentVersion\RunonceEx
~IERHKLMEIHKCURI B S 55 22 #7153 Bz
- 0B A EFREENNGUITEETEE (R - 1T -8 Aregedit)
o Z}oJECommand-Line®=I( b - FHregia < ETEN

— C\> reg query hklm\software\microsoft\windows\currentversion\run

B s

£
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i e 158 K FE S I (Endpoint Detection and Response, E

L%E—i
I8 225K

® EDR,“VSI/\WTI = - 3

5151 -

DR)Z
EMABEBLZETETFHRA - BROTF KRS
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LIJ

24 L\

R AR A E RS TR A - 5T

BN A= D EEUE

- HHABARRENETESR  #RENERENE
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o
L]

Gl
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| D [ A - BRRAHH
PN $f 5 ik 75 fa) Ak 23 : 5 - BEBHR11248
:/ Cl:;:ternejt:':}\ B @ B b ﬁ 23 EI m 7'1-5 E\Z
AT VPN '
B Kl A ES W“Bﬂﬂﬁaﬁ

Bh K
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DARIESRINAEIREEIA - TSEm
-ﬂ-ﬂﬂ

2 =2 ++ Shes

2 EZ0OE B A F 55 2R > 17 1k X X
22 % 4 ig _ S S

2 N\ SSSE AT Z N T

T EZOEBEN R 40,85 T 1% 1% 1% X X

MARE IS0 | AR EE ESE B G -
smnaigy CHZRBEEREEDRE GRS S5 D& D& y y
= MEZ M ESEEIGR  BRARRBAEN 1R 1R 1R
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DARIESRINAEIREEIA - BEm
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KEERFIEE ZH N IRREEEE
it - HE TS E B ARTE
ERZTEE ' InmERREESEE , BT BB
RRAEERKG ZME ZWEAS - BERFEZRRK
BB Z/ 0 BB R L BBk R ACER
KEMRIF L ERRET ik

1FAR 15K X X X

BBZ T/ ” . I
R ﬁzﬁgﬁfﬂ EEZANRRENEE

(VANS)

REMSIRIE  (ABME)IRE SRR 2 e
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1FRW 1FA 2FA X X

2FEA 2FRN X X X
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o DARIESRINANE

B ER1E
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-ﬂ-ﬂﬂ
1FA 1N 1FA 15K

1FA 1R 1FA 15K

1FW 1FA 1FA X

1FRM 1FA X X

1FR@M 1FA X X

1ERN X X X
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FERIER

5! @woertac
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o FHEBELZEHHIIR  EERMNETAHKENEE
~DERE r#ERERER 2FRERER

_ 2K

7 IS &1 Bl E RV BUR EAZ e

K IEHEGIENBERERER - #iEfHE - 2B MERED

HHRSERAEHEREHNRE - LUBHO B4 RENRE
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o NIFHEFABRAEEL
EHHREASHEH

o B
JR I 3 35 288 A1
-1, -
- "3,

==]

:

=% - L/SAML L

e RIENNERS

ARIRERBA - STHIBEEGIE

"2 BEH TN
C T4 MR 360
o STANIEE RIS EBIRIFEE -
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o HIRFIXERL T AMESMHL - BRMNEESFFEARES " BHE
%, TRBEERE, K TERER F3MEK

P Sk kil - ol

ional Information and CommunicatogiSEuRNEE.

S ARELBHBBELER
(Stepl—Step 2 —»Step 3 —»Step 4)

| EE2ES 1 26R/72/\ES R
. 36/72/\ESREI BB =S EEIET 3~ 4i/36/NEA
(Step 5 O] Et8IER)
G
(F== 3 BHE — s s 2
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Step 6
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HSERAZE - W : User Account ~ Last Login

2 -

» . | |
‘ BT 458 7E - W : Network History + Wireless SSID ~ USB
-
Registry T \ - -
HSEREEE - W : Program Execution ~ File Opening - USB
S EREREERGELE - M MSSQLRENMENE - e
SBREMBL SR - 1 BARI/EH
Event Log (F2 2 MBS - 1 . S EMEREREIEY

61



B - LI RE (4/5)

,%zg *U JEH ?Eﬂﬁ"ﬁ E BEARE - ﬁ’; 4:624 «Tﬁicrosoft Windows security auditing. u
EHEARI g s | o <
- [BAES B2 IR SR 5
BABE 10 1 Administrator
- ,—UJ_Wﬁ-l/ Event ID
EEHRAE: 1-5-21- 336009-1449327009-500
i Y=F4 % Administrator 4624 Successful LOgOﬂ
RER: 3 4625 Failed Logon
BARBIE: 0x38b8cf
B A GUID: {00000000-0000-0000-0000-000000000000} 4634/4647  Successful Logoff
e B A
EEEFRUE: 0x884 NE
EEEFER CA\Windows\System32\winlogon.exe ) 3 P HHEF AR FS
BREREE - 0 HEA
140.92.3. - e e 10 FEREZREITE
‘ | mm 10923 HEA
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