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4% {52 — Whois

e Whois(https://www.whois365.com/tw/)
BRI BB ER

£k WHOIS %3

S ALY ARE IP firth =N

Q@ Z:H9 IP firkk2 118.232.108.180 il

A DA A A S A 444 - IDN - IPv4 = IPV6 firdik - 2A1ess "&al" B4 -
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48 1% {822 — Shodan (1/4)

e Shodan(https://www.shodan.io/)
=S HEEAR LNERE - NE R Eikes

” SHODAN Explore Pricing 2

Search Engine for the
Internet of Everything

Shodan is the world's first search engine for
Intemet-connected devices. Discover how Internet
intelligence can help you make better decisions.



https://www.shodan.io/

#E1EE — Shodan (2/4)

e Shodan(https://www.shodan.io/)
M= RATERE TRE  NERzEEGER=s

)

net S RENIp Sk net:117.56.XX.XXX
product S5 E Em/EEs product:DVR
country HSEEBXRMME country:TW

port HEIEERERE port:23

o WEIEEIEZE A os:windows


https://www.shodan.io/

4151522 — Shodan (3/4)

// TAGS: [ESIESUCel Rl // LAST SEEN: 2024-10-06
@ General Information 5% Open Ports
F awa i
Hostnames m = = 140.hinet-ip. hinet.net |:| 9:F K
DEHIEIRS HINET.NET
// 22/ TCP 2024-10-081720:32:36.653582
Country Taiwan
OpenSSH 76p1 Ubunu4
City [ Rk | = om
Organization TN DR CEE N O ol
ISP NS NI T ST A Vutnel'abil.ities All ports v Latest v
ASN -

Note: the: device may not be impacted by all of these issues. The vulnerabilities are implied based on the software and version.

2022

CVE-2022-32548 m Unauthenticated Remote Code Execution in a Wide Range of

T‘? E E/\J CV E 5% ;|E‘| DrayTek Vigor Routers




#5522 — Shodan (4/4)

2 Summary O History [ WHOIS §# Explore

Basic Information

Forward DNS _inet-ip.hinet.net

Routing [II: GSNET Data Communication Business Group, TW (AS4782)

Services (1) 80/HTTP

Labels (JQUERY) (LOGIN PAGE )

HTTP 80/TCP

(JQUERY ) (LOGIN PAGE )

Software

I W Hikvision Web Server (7 I =g 1% 1§ JEH E/J Eﬂ E_'E'_
Details

http:/ _doc/tw/ login.asp

Status 200 OK

Body Hash shal:fSel5fe4e33bda73abf@10al7af7@d6dc943e693

HTML Title ZE=EEA

Response Body

09/02/2024 07:37 UTC

VIEW ALL DATA m
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Exercise
o =L EIP
o H 1483 R port 2389DVRER &

’. SHODAN Explore Downloads Pricing 2 product:DVR port:23 n

200 View Report (I View on Map Q Advanced Search

Product Spotlight: Keep track of what you have connected to the Internet. Check out Shodan Monitor

OP COUNTRIES e = w120
Sayar CTRING login:
’ g : public
’ “ x ; : - 4 m
b)
" Eal-230
-€ Welcome to the DS2 command line processor
. =) ]
Viet Nam 37 15 . _ Username:
5 merinburg
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%1522 — Google Hacking (1/2)

?“%LGoogIeE’JHza?rami K= E S
250E

site HEREMRZBNAS site:example.com
inurl BE URLFEEZHFEBRRFINEER inurl:/admin

intitle EEEEREPEREEFEFZFNER intitle:"admin login"
filetype: HERERESE filetype:pdf

intext: NEEEANSPE R EREFIER intext:"password"

" (EolhR) BEEEEEEEFHER intext:"password"
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#I81H2E — Google Hacking (2/2) /| ®weert

Google

s
)
0

site [N oov tw X

& "E:EncouragementRE#E. "F FriendshipEEo &

o Il gouw

nttps /N cov tw ; images ; teacher19 PDF &
_I%ETI \
I = F SR EREEE =N =‘*Esi! "

HENSAYE  EESEES.080H § BRIERDER 3.‘-:?1l

© I gov.tw
https /I cov tv > seeremongx  §
n“ﬁ |
HRE X CELCECER R 2 B30 ChE i I i d i ol 1] EEER
CIBENSE HEERASFSSETEM
= FSTEAHFIERESH SBH)
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SHEENE—ASR (CHEENE—RIR BHEANIHMEERGTINE
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Exercise

o Ei8GoogleME=FRA - SHMAILRI L B &k
o K== zﬁﬁﬁ?mﬂ’]”ﬁﬂﬁ@(pdﬂ‘ )

58



BRARFE-H1RILIE (1/2)
BAEEBREEN ZETER

B %R R ERZRTelegramiZ2 = - ?@@Googleﬁ%%
RIRBAPNR - THREN N JRENZERE  ERABERT

]%Z Go gle telegram p < S G

SXOVTIRI TR BT 7 E BREIFUIAAIEH 8 VI E S/ NS 7 IXITIRZ B T1ZFI/N ...

o Culs) i

© sites.google.com
https://sites.google.com > B/ &

Telegram PR

BhR2024 — BBIREEF SEIIVEEINRM - HE P inE B R RFBREIRMG - BAR
SiHBLTANMT - ARAMMBEERMINESBSHE » KEZERA - EREMAXREXF -

o Telegram Web
https://web telegram.org 3
Telegram

Telegram is a cloud-based mobile and desktop messaging app with a ft
speed.

Download Telegram Desktop
Fast and secure desktop app, perfectly synced with your ...

De Sktop Telegram Desktop
Fast and secure desktop app, perfectly synced with your ... '

Telegram Messenger
Telegram for Android - Telegram apps - Telegram Desktop - FAQs °5 desktop.telegram.org/?setin=en
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o AEREREMR L
B3] FHES 12 IR 5% [0
SHRICIEE

SYIIRF BT EEAS
@E“Jﬁﬁ%’éﬁtﬁé%ﬁﬁxa B a2 g ElIE
AR EHVET B  ERElmLE

T2

132 L1% (2/2)

ZHAF - FEE2 WA IR

VS o 30
REBAME R AAR LR - DUES

E—ThmE 2 ARE

o

v

EEHE 0

il
0
Ww

§J » TR EARUGHENE » BRIEE R B

R
AR TR o

https://hshegbs.wufoo.con/forms/ecceccae/
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BRARFZE - ERHENRE
o SECASENMMBRBENIEERTRERES - WERLHS)

N EEET
o imfHAccess Log - 5IRPHP;®iE(CVE-2024-4577)im E 45

Windows#) “Best-Fit" 45 &3ECGI2F IEOXADER AT "

POST /php-cgi/php-cgi.exe?%ADd+cgi.force_redirect%3D0+%ADd+cgi.redirect_status_env+
%ADd+allow_url_include%3D1+%ADd+auto_prepend_file%3Dphp://input

Unicode#missm "="

POST /php-cgi/php-cgi.exe?

-d cgiforce_redirect=0//BE SR EMLKE L EHEHNTPHPEET - 527E OB Bk B S E (R EHS

-d cgi.redirect_status_env //5E 7CGIET FHETEQIRIEEZE] - BRPHPOI LIECCHETL F IERHT

-d allow_url_include=1//s &1t & ImURLE A PHP S £

-d auto_prepend_file=php://input //XEZ 0] DIER S PHPIZ UM AEHTTPEESKE - A2 EE T2
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B RARFE - RIHEREE(L/2)

o 5 &1 B 2L IR SR 2 S TN
o KR E RIS R B PEMENINFE KA

I

o HEAMMELBRERA - ABERSECEMEEBRER
Aal234565k A MRIE {2205

= R ER R AR ER B2= % s EY
R2 & D B2 =S5 7 F IR 2R
SMTPEARES s
WEEE PRI B 72 ER
19 (B B\ é%hﬁ%ﬂﬁiﬁﬁﬁ
=5
FrielE o0: (B EIRE] (AR
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HRABRTE - BEBBERRE(2/2)

£ Sanmao SMTP Mail Cracker v1.7.5 - Tnal

Running Status

Current Threads: 0

Running Time: 00:00:00

Load E-Malls From Fie

Statstics

E-Mal Total: 0

Cracked Count: 0

Uncracked Count: 0

Cracked Succ: 0

Y BIREREEI
ZIRIWAZEE

SOCKSS Proxy Settng

Proxy Loaded: 0

Load SocksS Proxy List

Passwords

Fusers
FUser®
#USER#®
suser®?123
Fusers888
FUser®123
#User#888
#Fdomaincenter®
#FDomancenter®
#DOMAINCENTER#
#domaincenter®123
#domaincenter#888
password
P@ssword
123456
654321
12345678
123456789
qwerty
asdfgh
letmen
abc123
abcl23456

Load More Password

v

B Full E-Mal
[C] Anonymous

Extra Serve

Other

Mal to:

Save result to fie
Fle Name:

Port To Connect
25,587,465,2525

20210 ..

Connection Timeout: |20

Of Result's IP
[C)send a mal for test when cracked successfully

S REEWBRAIE B
HEERERAEE

- X
Usermname(s) SMTP Server(s)
[ Before ‘@' [ The domain after '@ £ mail.+ Domain
[ webmall.+ Domain M smtp.+ Domain

4 pomain's MX record

1

pREANANS

Thread(s)
300

Telegram: @suruigiang

Start
| Second(s) Stop
EHEEFACIE S

B2 = o X IR 2 R AR T B (40
Sanmao SMTP Mail Cracker) - HllE %
B3R - B AN ERCB ZEHEE NiE
43 81 P A=

RRENZEBIIR

—y

You get a new smtp

WITID/[SSLAR 28] /[ FA & 15 78]/ [ 5]
[(EREZERLEREER] 2] [E A EREE]E
A =318 55 ],0; (MR 22 Bgag 7o 2\ ]

[ERA-E A=z ][ & S FE] [ 5] [fE & S 78] [SSL
ARE]::0

[EB4-1a) A== ], [1a) B es 38 5], [ R AR & 15 %6], [ 22 4]

7

S
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B RIERN - Ykt Haz

o IR ERFSFRIFRE - TESIRMENEERENE - BRI
B AR AT A - SR BIREE 27 IE

o WiHOIBEFHEFAREBERRE - FEREIUARLETSERE

FEP  HEPort  HEIP [ HEGPort fE @ FER] | ACLAHERS LTSRS [iféi T%ﬁ]
64071 4 21 TCP fip ) 2024/3/29 06:15 2024/3/29 06:16] 1262 1081

EJ e

- EIRZE A S ERRFTPIRG BB L BIZEHEEED

N E N 0= E) = 1 o 25 56 22 Mo 50 5 SR o (5 P 55 2R AE /FE 2R R
ﬁ’é%ﬂﬁﬁ WESR . 4
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BEHEERA

o EiEE
- L

e

HEEHRIP

1. #EIPZEBRDP
SR

2. 35 B BB KRR LA
RDPE#R £ A E[ = 1%

ALBRR K P TE

TH]

4 ;5FREAHR HES R iR

Rl 49 sk 2 45 0 28

IH]

AR
WAITEREES

RERE
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IR EE —29
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BT R ENES

+
.I.

=
ox
Bk

IH]

RER 1%
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RBI D IT-NERERE RN FZIZEE (2/2)

« WEBRIZERSEAEBXE A MEERE Atk

© iz

AR

« MEERIPEREImEEMINE A#EER £
« BARMRSEAIFWindowsTRag IR5E @ URIMEBEZNE
AIfE SR ER— L E

o ZEFER T O[FEA (S4B T 1

- WEEF P RINE H ARSI AR S 20 3 1

« WEEHNTIHRI:E ZRIZHNEBRZEERZIZWINRAR IZT
8, Process Hacker gy i3 &5 (B0 L EEAZ TV N 25 B2 40R)

o PUHARETS 50 5 TV N2 E A = 1%

- ZETHEIDRIE

|

Ik

u
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MR ELZSEFFRM D= (1/3)

e R4 PR 5% ok A UL DR SR B 55 22

) WHERE DR - SEERHEAEIRR

. o[B8 BREEA SR DB E T
HFEEERERN
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MR ELZSEFFR D= (2/3) ‘

HEIRSEE ARG IRIRER B R IR ERNKE - ERHAIRRERET

AL e BRI A LEBERER
- BIBREFER - W RREEBAE

- ZHENE R REN - 10 : Aal23456
A - DIERERBHFNEE - W : 1qaz@WSX
- BSETREREBZEN

C BRE G TR - TR NEEEETESR
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MR EZSEFFM D= (3/3) ‘
SYNBRAEERZARDE - SHEREARNARSERER - 0

DDoS 2 178 b 45 %5

- ZEMIBIRTIERENRMIE L - 40 : RDP ~ VNC KTelnetZ =R
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EEZ L SHBERRESIEEE - F10% | EEXSSHBRREEIE B 2 BRI R
{ERIEL 3 A BEEEGIEER
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SRR - ETE?E#EE:'%:%&%U (2/4)
o BB EHIEARB10M - HEHBERBENS T ELEUE
R

BERZEHERFFE BEZEHBEFERE

=l MBELSHRER  ARKFERSENTE RESLZSHE - KIFERSEFREBVDEZSH
WIESE - WHERMHERAERBIFEFERE ik - MLEKBRA - WEBSSHRELS

> AlESHZFHR IR ERES
> B EHE - BEEREEAEERER > BE/NHZHE

Z > BHRERZERIFE
REL > BRLTEBHZAIBERE > SBH RN 28 =TI
ElH > BIREBLZESEHTEZEMEE 2SI > SHRERZER - &EE - AE EH
> RIS IRZ B > SR ZRE
> BEBZESHBMELRMET T > HWERZ = SHIEEHBASEIR
> BB Z=SHamHESEIRE
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SPEEEIES
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“%ﬁ%%?ﬁ W5 EIE TR 1% 8
Z ZZ
® /\ 5k ® 1< AE
AR T AR SHERA S S ELSF BREFAHHRMEARSFHARABY TERLS
(sg4)
($4)
B &%
Eﬁ‘ B B B 2
B B E e, 2 A HRRRE L 2
%‘ i@m&[ﬂ ------------------------------------------------------ 2 f’ﬁ ﬁ‘{fﬁ .......................................................... 2
PR, ) e FABREORTAEENE 2
B TREAE T EEBRINE oo ) f5 5 HBARALFF oot 3
~ o = =
BB~ EHASE e 3 - BRRS 4
e o 5 B BRFHBZAR S8 \EREEHRE . )
A A i R R R R R R R R R I T R R R :}E‘ . ‘{‘ ” r—&rk:t' E ; ) . % -------------------------------------- _
o REEAE R B WERAERE 6 1> RAEFRFRETIN .
s FEIEE 5
Bl B R REIERE 2 6
o EIRAE I e 7

BEBRLZTERELT KR A

IRBEFNTFRE " ERLETSHRMAEEEERR

A T% LR EAMERERETIE 282
BEREZTERNIL>>ELZEZRER> >FANG
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ERERE - I EBMEEET (4/4)

ERTTEHBmAEE/ N ARKIBAESGE R  BREVNERIFIEE
VB BEAEMBERELSH
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= HITFLE
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*—l—iﬁ}ﬁ;’i - RENEESE
EWHELRANERER  KENNENERENL . EWERELE ENEERLE
Ty e/ | \4H 4 EJZ&Q/\ AR SERERLYESESHIKEAERIREETEZREIAHEH -

75



SR — {81k
CEEE

BRIE D

1937 (1/20)

5! @woertac

76



SR — Rl E 5547 (2/20)
o XIBEAGA] THBHENAMERE  REUDTEZEIS - F
gTea A —EEZEH(Incident)

B —REB KK E R EZZAVERY)
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PREWRIEERESEREEE - oILAEMERIZEEY?
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SRR - FAIE D (4/20)

o I8 ImPHE(S A
— s A E A S 2 AR EUA
—Firewall ~ Router * Network-Based IDS

IPS - DMZ %45

o THIRIE R —
."f 4 3 ‘\'-;_'“x\
R E B CL emet )

’
—{@& A Firewall/IPS  F#iInFirewallZ k__,:-\%___%_;;-_-f
o Z4PhE(E

_HRIBEERA LTS \

~-HEEEE - ERZEREZELE - ERTENG
WETH - - FHESIENERERTKSE
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S A& - JRlEL 7 (5/20)

o A Im [ & 1= RISE

—EitcpdumpskwiresharkE T B - o EHIAEHEASE

\
/.

manav@ubuntulinux: ~

:~$ sudo tcpdump

tcpdump: verbose output suppressed, use -v or -wv for full protocol decode

listening on wlo1, link-type EN16MB (Ethernet), capture size 262144 bytes

23:12:15.734637 IP6 fe80::6c8:7ff:fe26:ceac > ffO2::16: HBH ICMP6, multicast listener report v2, 1 group record(s), length 28

IP ubuntulinux.66811 > b.resolvers.Level3.net.domain: 60873+ PTR? 6.1.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.2.0.f.F.ip6.arpa. (90)
IP b.resolvers.Level3.net.domailn > ubuntulinux.68811: 68873 NXDomain 0/1/8 (154)

IP ubuntulinux.44132 > b.resolvers.Level3.net.domain: 70627+ PTR? c.a.e.c.6.2.e.f.f.f.7.0.8.c.6.0.0.0.0.0.0.0.0.0.0.0.0.0.0.8.e.f.ip6.arpa. (90)
IP b.resolvers.Level3.net.domailn > ubuntulinux.44132: 7627 NXDomain* 0/1/8 (149)

IP ubuntulinux.54678 > b.resolvers.Level3.net.domain: 44074+ PTR? 2.2.2.4.in-addr.arpa. (38)

IP6 fese::6c8:7ff:fe26:ceac.ndns > Ffo2::fb.mdns: @ [2q] [2n] ANY (QU)? Android.local. ANY (QU)? Android.local. (81)
IP b.resolvers.Level3.net.domain > ubuntulinux.54678: 44674 1/6/0 PTR b.resolvers.level3.net. (74)

IP ubuntulinux.48932 > b.resolvers.Level3.net.domain: 34612+ PTR? 102.0.168.192.1in-addr.arpa. (44)

IP6 feBO::6c8:7ff:fe26:ceac.ndns > Ff02::fb.ndns: 6 [2q] [2n] ANY (QM)? Android.local. ANY (QM)? Android.local. (81)

q mom o
IP b.resolvers.Level3.net.domain > ubuntulinux.4@932: 34612 NXDomain* 0/1/0 (103) F
IP ubuntulinux.53519 > b.resolvers.Level3.net.domain: 3694+ PTR? b.f.0.0.6.0.0.0.0.0.6.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.2.0 |E | |E!||'|'|| |J ap UrE na VEE a |S ||:S E!E DD E
IPG feBO::6c8:7ff:fe26:ceac > FFO2::16: HBH ICMP6, multicast listener report v2, 1 group record(s), length 28 - - - - - - -
IP b.resolvers.Level3.net.domain > ubuntulinux.53519: 3094 NXDomain 0/1/0 (154)
IPG fe8O::6c8:7ff:fe26:ceac.ndns > Ffo2::fb.mdns: @ [2q] [2n] ANY (QM)? Android.local. ANY (QM)? Android.local. (81)
e26:ceac.ndns fb.mdns: @*- [8q] 4/8/3 (Cache flush) PTR Android.local., (Cache flush) PTR Android
-
H ! II
=l 1 |
g
IP b.resolvers.Level3.net.domain > ubuntulinux.49879: 54682 NXDomain ©/1/@ (103)
IP ubuntulinux.bootpc > _gateway.bootps: BOOTP/DHCP, Request from 84:fd:d1:e5:20:5e (oui Unknown), length 289 d h
IP ubuntulinux.51783 > b,resolvers.Level3.net.domain: 29099+ PTR? 1.9.168.192.in-addr.arpa. (42) F”terl ¥ EI ressmn E‘Ear A ‘
IP _gateway.bootps > 255.255.255.255.bootpc: BOOTP/DHCP, Reply, length 295 | p " pplrl
23:12:19.931402 IP b.resolvers.Level3.net.domain > ubuntulinux.51783: 29099 NXDomain* @/1/0 (101)
23 0.102446 IP ubuntulinux.55857 > 239.255.255.250.1900: UDP, length 171

C23:12:20.239751 IP 192.168.0.3.mdns > 224.0.0.251.ndns: 16 [2q] PTR (QM)? _233637DE._sub._googlecast._tcp.local. PTR (QM)? _googlecast._t

6c8:7ff: fe26:ceac.ndns fb.ndns: @*- [8q] 4/6/3 (Cache flush) PTR Android.local., (Cache flush) PTR Android

IP ubuntulinux.35676 > a23-39-122-85.deploy.static.akamaitechnologies.com.https: Flags [.], ack 89677080, win 501, options []
IP ubuntulinux.55784 > b.resolvers.Level3.net.domain: 49805+ PTR? 85.122.39.23 . . (43)

IP a23-39-122-85.deploy.static.akamaitechnologies.con.https > ubuntulinux.35076: Flags [R], seq 89677080, win ©, length @
IP b.resolvers.Level3.net.domain > ubuntulinux.55784: 49805 1/0/0 PTR a23-39-122-85.deploy.static.akamaitechnologies.com. (
IP ubuntulinux.55857 > 239.255.255.250.1960: UDP, length 171

IP ubuntulinux.49879 > b.resolvers.Level3.net.domain: 54682+ PTR? 250.255.255.239.in-addr.arpa. (46)

30 packets captured

34 packets received by filter

0 packets dropped by iernel
5

e e Destnaon Protonal  Info
10447 28 0.60 TP G333 > m-at-server [SYN] Seq=0 WineRL92 LencD

1043 0.6 A8 TCP ms-wbt-server » 62333 [N, ACK] Seqed Ack=L Win=f]

11258 276
126
726, 201%7 ! 0.60 TR B33 > me-sht-server [ACK] Seq=L Ack<l win=L7ddd
12
126

T
138
11239
11260 2
11261}
11263 2

Q038 A 0.66 %24 Conmection Request (0xed
2050 (.66 A8 w24 cormection confirm (0sdd
80
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SRR - (FAE D (7/20)

WindowsE RiES - EEEF

o H 1T LIFEEE(Fia—¥1T—#i Ataskmgr.exe)
~EREAIER/IFFREINER
_ASRIERICLEFERERE A" SYSTEM” 5" Administrator” (B\2iEN

. . N/ Z D
Administratordz 2B ERZ)NZERF 7o —5 %
File Options View
Processes Performance App history Startup Users Details Services
6% 66% 4% 0%
Mame Status CPrU Memory Disk Network = Power usage Power usage t..
p
Apps (4)
€ Google Chrome (18) 0.7% 359.5 MB 0.1 MB/s OMbps  Very low
> [ Microsoft Word 0% 453 MB 0 MB/s OMbps  Very low
15 Task Manager 2.7% 18.8 MB 0 MB/s OMbps  Very low
T Windows Explarer 0.7% 37.0ME 0 ME/s OMbps  Very low
Background processes (47)
[ Adobe Acrobat Update Senvice (... 0% 0.6 MB 0 MB/s OMbps  Very low
Th=| Andrea filters APO access senvic... 0% 0.5 MB 0 MB/s OMbps  Very low
8| Antimalware Service Executzble 0.2% 147.0 MB 0 MB/s OMbps  Very low
(&= Application Frame Host 0% 8.6 MB 0 MB/s OMbps  Very low
5= Com for QLE application (32 bit) 0% 0.7 MB 0 MB/s OMbps  Very low
(=] COM Sumrogate 0% 2.3 MB 0 ME/s OMbps  Very low
[a=| COM Surrogate 0% 1.0 MB 0 MB/s OMbps Very low
k - > ]
Fewer details End task
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Windows®E RIES — 2% IR7%

-+ 5
® o=

—C:\> tasklist
—~C:\> wmic process list full (8% 4H)

o ZMBEETRIFHEMRIFFE - o LlE A  C\> services.msc

o HN1Z1]

FEFITIVARTESIEZR - TlE@ A C\> net start

o IRFZEAHITIZEFRIEIFESIZE : C:\> tasklist /svc

JCommand-Line ATV KA E SRR - ol AL FWERES
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SRR - FAIE D (9/20)

Windows® R5§< — {Hi&AARE
o FZAwindows's R TE T M &R F A I AR

BRES
C\> netview \\127.0.0.1

C:\> net session
C\> net use

C:\> nbtstat =S
C\> netstat -na

C:\> netsh advfirewall
show

RAIER D ZINEE - TR

TR EE BN FEIFH K
R i EARE A RZ T

RRZaEtHEAAEE
(UESESY T RVATT S

@ ENetBIOSHI T4
@B TCPEAUDPIE  -nao ©J#i rProcess ID

Windows AR BEKH%EQ
E - OE@NIES
ieE
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file://127.0.0.1

SRR - RRIEL 247 (10/20)

= 1% i B 58 (581 2 41 1B AR #55ZR (Portsl3R)

o ‘HiBnetstatis < - olfEAIMITHY e Internet Assigned Numbers
AR5 Authority(IANA)

- —http://www.lana.org/assignments/p
HED WD) BRY LD ARG HE - 'u' ort-numbers

[I'OOL@ser\‘erl ~]= netstat —tunp —

Active Internet connections (w/o servers) /,
Proto Recv—Q Send—Q Local Address Foreign Address State . 1\ > 'f

I-’lD/l-’rogram name
tep 0 0 192.168.206.133:55708 74.125.164.35:80 ESTABLISHED

ractosoment —http://www.trojanhunter.com/troja
nhunter/portlist/
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SRR - BRAIEL 7547 (11/20)

/

WindowsERIE<S - 825

e GUITTHE

- ENE-NEBERAEN -ZRA BB 1TF
e Command-Linef& =

—C:\> schtasks
>EEREHRETLE - FSAl2EAAdmInistratorZ2 B ERE - SiEASYSTEM » 2 ZEH
HIfE & BT
> "at" BLEYLIEIREBatiES NENBIRE - MAE &8 Rschtasks MERIHFE
> "“schtasks” 15<OlZ~A “"at” & "“schtasks” BFRZAYL{E
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SRR - RRIEL 71T (12/20)

o i EAdministrator&fZH - ¥RV - FEFEEARVNR S

—C\> lusrmgr.msc
—FhE "REAH" - WESEAdministrator
o FHiCommand-Linet®E= - WEFHEIIFR
~C\> netuser
¢ EiBCommand-Linet®E3 - @&EAdministratord A pIFERZE 2!
7=

—C:\> net localgroup administrators

-
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SRR - RRIEL 247 (13/20)

o U BE MBS MRz m A Hiw

—C:\> eventvwr.msc

o IR E O] FEAISSIF

"Event log service was stopped”

— "Windows file Protection is not active on this system”
— "The MS Telnet Service has started successfully”

o MERET AKMACERE Z W IR ERIIRF




SRR - RRIEL 717 (14/20)

o O] FHARIERITCPEAUDPEW T B

—Fport(http://www.mcafee.com/us/downloads/free-tools/fport.aspx)

~TCPView(http://www.microsoft.com/technet/sysinternals)
o EFE T LE
— Process Explorer(https://technet.microsoft.com/en-us/sysinternals/bb896653)

—E3Process Monitor(https://technet.microsoft.com/en-
us/sysinternals/bb896645)




%EI’JE%

15 ,,E

7377 (15/20)

o B ZMR /\_47&5%%
Command-Linef==, NI A=
—C\> dir *.exe /AS/AH/S

® ><1i EZEE%L

35 e

éﬁﬁ?F%%ZﬂamE%Eﬁ

BHAOITH

= | EREITAE

1
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SRR - FRRIEL 717 (16/20)

WindowsE RIE<T — EE LM1&L
e AMEHEUERANEEEFTATREINGTMELE  mEEMLE

SXENRNE ARG HEE
—~HKLM\Software\Microsoft\Windows\CurrentVersion\Run
—~HKLM\Software\Microsoft\Windows\CurrentVersion\Runonce
KLM\Software\Microsoft\Windows\CurrentVersion\RunonceEx
~IERHKLMEIHKCURI B S 55 22 #7153 Bz
- 0B A EFREENNGUITEETEE (R - 1T -8 Aregedit)
o Z}oJECommand-Line®=I( b - FHregia < ETEN

— C\> reg query hkim\software\microsoft\windows\currentversion\run

B s

£
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SRR - RRIEL 24T (17/20)

JCn A2

i e 158 K FE &2 5l (Endpoint Detection and Response, EDR)

L%E—i SRloE . EMAEBRELETELESE
I8 225K

o EDRAABIIZEE - L
BN A= D EEUE
—HEFMARRITNETRZES  H#REMNERENER

- = ———— -

| DB
N E S T W

AR R B

WUI

I E

FEARA -~ BAR TSR FE

L]

i A~ BRATEH
- BAZAIR112458

591 AR ES (AR 58 ! .
- B23HEAI5ER

T\
¢ Internetf'.',_-/") @
\ | \ fi=s
VPN

— AL P S
B K it B K i WEBER 24t WWHW%



%E_I]i%{% — (=554 (18/20)

DRRIESE I A FEINESIA - TSEm
-ﬂ-ﬂﬂ

2 =2 ++ Shes

2 EZ0OE B A F 55 2R > 17 1k X X
22 % 4 ig _ S S

2 N\ SSSE AT Z N T

T EZOEBEN R 40,85 T 1% 1% 1% X X

MARE IS0 | AR EE ESE B G -
smnaigy CHZRBEEREEDRE GRS S5 D& D& y y
= MEZ M ESEEIGR  BRARRBAEN 1R 1R 1R

K EQ?EQEKZ?‘%

BRAEEE  WEEREASZAE - SSRETHE

(AISHRE)  BEEEALEE . LISERE 1K 1M X X X
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%E_I]i.ﬁ-{% — (=3I 774 (19/20)

DRRIESE I A FEINESIA - BEm
-ﬂ-ﬂﬂ

KEERFIEE ZH N IRREEEE
it - HE TS E B ARTE
ERZTEE ' InmERREESEE , BT BB
RRAEERKG ZME ZWEAS - BERFEZRRK
BB Z/ 0 BB R L BBk R ACER
KEMRIF L ERRET ik

1FAR 15K X X X

BBZ T/ ” . I
R ﬁzﬁgﬁfﬂ EEZANRRENEE

(VANS)

REMSIRIE  (ABME)IRE SRR 2 e
] A EH

1FRW 1FA 2FA X X

2FEA 2FRN X X X



SRR - (RAIE S

o DARIESRINANE

B ER1E
Vik==

A 5%
= ;E fE\ Bjj— A=

BEFHFEMRaEE - BHEEFHA

I E

ap
g

B K i

FosEfant 2 BUAH 38 E s

WIFHEERZ K
T A TER AR A
ZWNEBERETT

2 BEIMNRES 2 %20 BB

=18 - IIE
MBS

AR KB

FERIE U K&

EPE A BB R

BmmaE - BiE

31 (20/20)

-ﬂ-ﬂﬂ
1FA 1N 1FA 15K

1FA 1R 1FA 15K

1FW 1FA 1FA X

1FRM 1FA X X

1FR@M 1FA X X

1ERN X X X
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FRER - EZHE (1/3)

FERIER

5! @woertac
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SRR - EZHE (2/3)

o FHEBELZEHHIIR  EERMNETAHKENEE
~DERE r#ERERER 2FRERER

_ 2K

7 IS &1 Bl E RV BUR EAZ e

K IEHEGIENBERERER - #iEfHE - 2B MERED

HHRSERAEHEREHNRE - LUBHO B4 RENRE
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SRIER - EZHE (3/3)
/\z&@%%fiuﬂ}ﬁ EEIE - nlb\/%cuz\nngﬁ
 gEEE | #Em®s A | B | C D E_

HERLTWAR B I B
BANSEZVES1 2B Y j;;( jj\ T}( X X
P R Pty ey

)ﬂ]]

HEEE YA NG s i
= E Ao
- yme %Asu%z*ﬂAE;iﬁiﬁiﬁtiflg*% X X
el

o . SASE3NBLLE

REHBEREE EEE R BYNE R
FRLLEED FARRLEBASHASEABELE -, wpn BN
BRBAME RRRES L L . vEEES —- 0 =Y 1A X X

= A T R A - AN 2N mm
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BEEHEER

5! @woertoc
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5 o [ 46 ﬁﬁ@ﬁm

HFBHIEFEAE

AN

1+ 268/72/N\BEP
3 - 4%8/36/\F5 A
ST = E RSB R

B E R

IR ERIE KT

=

(2/6)

o NIFHEFABRAEEL
EHHREASHEH

o B
JR I 3 35 288 A1
-1, -
- "3,

==]

:

=% - L/SAML L

e RIENNERS

ARIRERBA - STHIBEEGIE

"2 BEH TN
C T4 MR 360
o STANIEE RIS EBIRIFEE -

R LEH AR
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=5 ch [ 5 — JEIRELMES (3/6) Bvcert

o HIRFIXERL T AMESMHL - BRMNEESFFEARES " BHE
%, TRBEERE, K TERER F3MEK

P Sk kil - ol

ional Information and CommunicatogiSEuRNEE.

S ARELBHBBELER
(Stepl—Step 2 —»Step 3 —»Step 4)

| EE2ES 1 26R/72/\ES R
. 36/72/\ESREI BB =S EEIET 3~ 4i/36/NEA
(Step 5 O] Et8IER)
G
(F== 3 BHE — s s 2
FPPRERIERET RRAERIERNERS

Step 6
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=T E R ERG

SEETHEE - FEAGLESHEENZARE
-HEZE?EZ/ Ve Z2ERERN?
~MANSMERE ? EEEMERINARFE ?
~-8E2HAIRL  RFEEZRANEE? FEARESHNEER?
- BN SFEE I U E B R R R IR RIE ?
~ It E R A ARES ? 268 E&RONT ?
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=5 ch 4 — 3B IR B (5/6)

HEHRFREAEIR

o EXIBFLLIBEBANE -

o FENEZSHRIIRE

RIZEF IR B W ERRIER(F
ER AR

~RSERRRI o T BE B B 5T sH P& ER S BIRV E AT

~- SRR I E R -

Mz ) [ 18 22 W 28 2 AN feT 46 A T RY

103



=S - FIREES (6/6)

HEHRFREAEIR
RAAFT IR BIREEEL sB{CFhREREE

ﬁfgﬁg‘% BRI BIRE N AR N ER T R
S ) S B 4P . BERLT - BE 2 SR
WAFFRH ~ [ K &R 1 T
SR AT =2HMEIR
L5338 -« PRI, R R AR
s=ETE WRIE b R e

NHARSMNEZS T
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SEChEs — iR E (1/5) S woertoc

= PP
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SPEE - aoirE S (2/5)

o EUEREVARMBEEHE  MEESTABNCE - UERSE
YERERBER R

— R EMEL R AR

- AVE I SE

LN Y GRS L L P 7

/1T

—

Jdinl

Jdnl

— B K #o ik

— A5 H 551

-~ ARER4CER
~FhEEE R R4 iR
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= ch g — IR EE (3/5) ‘

HSERAZE - W : User Account -~ Last Login

2 -

‘ BT 2458 E - W : Network History ~ Wireless SSID + USB
-
Registry . ‘ . . .
HiSEREEE - W : Program Execution - File Opening - USB
SR EREREEMOELE - M MSSQLIEAEMENE « FEER
SBREMBL SR - 1 BARI/EH
Event Lo (F2 2 MBS - 1 . S EMEREREIEY
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B - LI RE (4/5)

,%zg *U JEH ?Eﬂﬁ"ﬁ E BEARE - ﬁ’; 4:624 «Tﬁicrosoft Windows security auditing. u
EHEARI g s | o <
- [BAES B2 IR SR 5
BABE 10 {1 Administrator
- ,—UJ_Wﬁ-l/ Event ID
EEHRAE: 1-5-21- 336009-1449327009-500
i Y=F4 % Administrator 4624 Successful LOgOﬂ
RER: 3 4625 Failed Logon
BARBIE: 0x38b8cf
B A GUID: {00000000-0000-0000-0000-000000000000} 4634/4647  Successful Logoff
e B A
EEEFRUE: 0x884 NE
EEEFER CA\Windows\System32\winlogon.exe ) 3 P HHEF AR FS
BREREE - 0 HEA
140.92.3. - e e 10 FEREZREITE
‘ | mm 10923 HEA
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SRS - aoikE S (5/5)

o N HBSHEEBRME - BKBEE
o IEPRBE 2B RERTRA NG &

BT HEFHRIRT

TEFRE D

FFFNFF 1

rEHE

®REFIEE

. E N =ERA(ON t
N BEEREINABAAASERBRHERERE | ;E§§§%<?Veb(|og)even 0g)
/\ﬂEﬁZE;Ib\ZBf?

FEFETUHFS(AP log)

Z AHzt(logon log)
3 WERREFZ I 2O B8 2/ E 7 BB K PhER

A< AX
w7\ E A 2 HEs 4o 8%

C HEERGEEHEZLEBAGEAINERZHFRACHE

A

HEMARACE EEPE - AlojH ERKRRT
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SH1E = (2/5)

o NIBEHKNDITHER « &
sFRPI 7 ELZSH

o iEF SOk L - R HTEE=/HERER

k

\

DEFREIETEMENS - DUERAX

[0

il
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S1&oXE (3/5)

o TROEANBREEBUNKE - LIXEREHE
o THRAMITERFAIEMKE - BOETARHI
o R BRI R A RBHPORE - A EAAHGS

o MEEHENRIEEWER AT HEMITE

il

FNIEE
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E1RoIE (4/5)

o HIMBHEIENL  tJZRSREBZRZNLI - FERELR
- ETEXRTEEFIRRE — R RRIENRS - ZHIE
SREBETR(EEREERFRLIEMBENETT)

JlIn

Il
ok

o L MHBAREGFENSEX  WEESNEETATIZL
(5075
TR
_RilEE
WESEBAE
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S oXZ= (5/5)

o /A Z LRI Ea R

— 7R BRI B (O] 3#7 B2 55 5K 177 5

~ AN RRAERE 27

—fEaR IR /1R ERRE Y

S EETTRCBR

—ABE L T BRRAE
~AEEF R BRIEIB

o

— ABEFAR B R
~ABEAITER

G
U
I

W
g

GEES
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EZSHERIE T HrEEHl(1/2)
T I S T R

DDOS 1. REBE=S&EE - BNERZEHRERIBERAER
2. fAMk=s CPU SiRCIBEEEARME -« ERBERPEEFL  SREREZHEA
3. REATEN=_MHERIEHE FHUR TS
4. HEREERTS

£ RS 1. BERER AT « REMIRIERSWE REGESINE
2. EREIBL - FEBERERR - CPU SRt REERR
3. EEEME - FEFHR AT
4. BRI - BELNREIUNF « RMENERSERSTHRIBAN - AHDR

BN FERE RESRI X I ol e LBl A2 = 7 Bl

REIEI| 1. BERERSE - BROBEREZA - BIERSEMSR
2. BRERARERE 2R
3. hIR ol zRAEES AR - BEREBREEIN . A BFIEN - BRI
4. BN OREADES AR e BEERESH
5. Al EmRERENEMD
6. RAFLEIE
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EFREHEREDDoSRIEPERA KIS
BF«'%'J»uE@KF%EﬁHE%“

50 B 7 A5 B (ACL) PR+ o &¢I Pzt RO 77 Y
ﬁ%fFE’\J'%%_Fi’*‘”B[I‘/FE%LXB%ﬁI 25k
B R ERreCAPTCHARS IEBE F)3E4R
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IR EE 5k

17 BNERR 2R e R B P A A I8 AU &+

EF]:IZHE%/)ILE

BEEMOERTENRE - THEERBEITHEIREEFE
REMZNERH  flE25EM  BERZAEHEE
£No More RansomProjectf#dL - - SH@ERTH

REE R R4 - B IE AR

fEETR SN E R B

ERTCPView g BT H
FAHAutoRUNSEE DR IEN 2GR A MM EB T
B FProcess Explorer&E& & A 0 SEMNEN IEEHIT
£ F IR A PL K% _EEEAEAFR B AU ZERTCP/UDP Port
AMAMsert((MEUIF S EES) K L o 5848 55 - WS EMIBR
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\

® ;ﬁ /{éj QTBElZﬁHE%Q(DDOS)% ’ 'ﬂf—'f {Ez\n?u%EF?_ %UE%HHE_E
Al - £ - SEEZEVEHBEAR
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o NI EZLZEHHE W "'EXEHRERIERER ., BEIEEERER
IBEASEMEE @ ZEERSEEEKEUADEHEERER
SpEH SpfEsE HIEWN=E
HEZMNEEANE/M « WESMHIM - EIRENFEAEEE
5 B 22 = A . RUAMREBLAIRIS - BFEEZEHREMAE
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DDoSFHZINEE
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o HERATES
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ax B IS E/ A R E IR E R
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Process Explorer (1/8)

e Process Explorer
-V TR — ﬁHuE?@E‘Eff%%EmEEﬂﬁEI’\JEﬁ - RHEERHE
BE - Hol& & VirusTotaliEI TR EE T HE

£ Process Explorer - Sysinternals: www.sysinternals.com [LAPTOP-U7342MAC\popcornking]

File Dpti::nns ‘-.fiew Process Find Users Help

H CCO m*® o I
Frocess CPU | Frivate Bytes | Woerling Set FID | Descalption

p | RBeglsty 0,680 K G978 K 172

g 1 Systemn [dle Frocess N B0 K A E 0

|E| § i SysEm = 001 212K 30K 4
g 1| Inferropts 0.0e 0E 0E nfa Hardware Interopts and DPCs

B 1| 3Iss ENE 1,030 K 114 E G20

g 1 Memory Comprezsion < 001 1,768 K 40056 K 376

B | C3IS3ENE = 001 252K SEE0 K Sk
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Process Explorer (2/8)

o 2B #8IL MEProcess Explorer

—https://download.sysinternals.com/files/ProcessExplorer.zip

Process Explorer

Google

o3 EE ®E By FH ®H tE

mm Microsoft Learn

n https://learrgmicrosoft.com | downloads > process-explorer 3

i P 74855 - Sysinternals

2024445 28 | — Process Explorer ti755& KEV{E=FIIHE
Hil S & ADLL - Process Explorer 1S UHEIR B S AT EHEDLL IRART—EEK ...

.

X & & Q

o[ BRI o T BB

2B AL N



Process Explorer (3/8)

o BN TC
—BLE)Proce

n Process Exp
File Options

H| C O
Frocess
W | Registy

PR R BT

ss Explorer - W#H#View—SelectColumns...

internals: www.sysinternals.com [LAPTOP-UY342MACY\popcornking]

Process Find Users Help

tem Information...

Show Process Tree

m | system diePre o Show Column Heatmaps

) S
[l Intenapts

" I| SINSS .EHE

EIME:I&OIS’CC -

E CECS5.EHE
E W Wininit.exe
E [l SECVICES BN
|E| swchost..
m | ke
[l Mol

Scroll to New Processes
Show Unnamed Handles and Mappings

Show Processes From All Users

Opacity

Show Lower Pane

Lowwer Pane Wiew

Refresh MNow
Update Speed

Organize Column Sets..
Save Column Set...

Load Column Set

Select Columns...

Ctrl+1

Ctri+T

»

Ctrl+L
[ 3

F5

| | [[:]

=11 | Descripticon Cloropany Fare
172
o
a
i Hardwrare Intenapts and DFCs
20
L
orAg
R
e
164 Windows Serdces BISE#iERIHEIE FF Microsoft Corporation
AT
372

1 %% Micr [t M edia, Flazer
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Process Explorer (4/8)

==
==

_—

—fEProcess ImagetZ& &

H(« ﬁ}q’ ?i- - E/J 708 SN $£ I /s/\/
i Verified Singerz)

I

Select Columns

7 >

Process Memo Process GPUUJ Handle DLL .NET Status Bar
Process Performance Process /O

Selectthe columns thatwill appear on the Process view of

FProcess Explorer.
Process MName
FID (Process Identifier)

[ JuserMame
Description

[ ]wersion

[ ]image Path

[ limage Type (64 vs 32-bif)
[ ]Package Mame

[ ]DoPI Awareness

[ ] Protection
[ ] contral Flow Guard
[ ] Stack Protection

[ IwWindow Title

[ Iwindow Status

[ ]=session

[ ]command Line
[l cemment

[ ] Autostart Location
[ ]wirusTotal

[ 1DEP Status

[ ]integrity Level
[ ]wirtualized

[ ]AsSLR Enabled
[ Julsccess
[ ] Enterprise Context
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Process Explorer (5/8)

o EfRHITC

- Eq/p\/u\$£_b 227 J

—##Z Options—Verify Image Singnatures

T Process Explorer - Sysinternals: www.sysinternals.com [LAPTOP-U7342MAC\popcornking]

@laieib View Process Find  Users

Run At Logon

‘ & ‘ s e B

FID | Diescripticon | C0m1:eny Marae
Verify Image Signatures 172
[ ] VirusTotal.com 0
=Ix 12K 396 K 4 57
i Always OnTop 0K 0K nh Hardwars Intecrupts and DPCs ] E *E CZEE
i 30K 114K &0 s a
L Replace Task Manager == A
i ® Replace T 9 K GIB34E 347 E‘ jgig )3 SL\'c
w Hide When Minimized 52 E SENE a8
=L Allow Only One Instance 35 SFLE
=T _ 76K 13828 932
= Confirm Kill 14 1 45194 K 1168 Windows Services HIEAMFEITERE Micresoft Corporation (Verified) Microsoft Windows Publisher
. 2K 10984 K 9020
ray lcons Y sk WEME 1T
06 K 60,844 K
Confi Symbols... ’
an lgure _}rm ols 43 K 23,236K
Configure Colors... 0K 113550 K
Difference Highlight Duration... L LOB0K
%K 120K
Font.. 56 K 60,084 K
. 72K 1,620 E 27100 COM Sumogate (Vierified) Microsoft Windows
~heme Y 2k 143268 K 4384 Microsoft Phone Link Microsoft Corpartion (Vierified) Microsoft Corporation

EE A A dmem TT
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Process Explorer (6/8)

o REMAENRRE
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4+ AL ==
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=R B Aae e - (URILEGEIE R BB MmZE - RERIECUE

£ Process Explorer - Sysinternals: www.sysinternals.com [LAPTOP-U7342MAC\popcornking]
File Options View Process Find Users Help

RICo| m:|e X )
Process CFU | Frivate Byies | Working Set | FID | Diescription | Company Mame | Werified Sizner
p | dwmene 0,28 144 4 K 163544 K 18668
|E| = e ploner, EXE <001 102380 K 172104 K TR0 Windows 18 EHE Microsoft Corporation (Werified) Microsoft Windows
aectyHealthS st exe 1,H0E Qe E 1756 Windows Seomdty notification ioon Microsoft Corpomtion erfied) Microsoft Windows
g Bt fndUServicedd exe 2408 K 10668 K 23352 Bealiel HD Andio Universal Service Eealtek Semniconductor (Werified) Bealtel: Semiconductor Corp,
@, Onelinveexe 68848 K 120176 K 23620 Microsoft OneDilywe Microsoft Corporation erfied) Microsoft Corporation
e msedge Exe 165,604 E 2e8268 £ 11080 Microseft BEdze Mirrceoft Corporation (Werified) Microsoft Corporation
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BxEiE o DIEEREREAdobe BUPDF reader - MAZRRE
M AIPDF reader 128



Process Explorer (7/8)

==
==

_—

—fEProcess Image

SN TT PR B EE T A

ZVirusTotal 22

Select Columns 7 e

Process Memo Process GPU Handle DLL .NET Status Bar
Process Performance Process /O
Selectthe columns thatwill appear on the Process view of
FProcess Explorer.

FProcess Name [ IwWindow Title
FID (Process Identifier) [ ]window Status
[ JuserMame [ ]=session
[+r] Description [ ]command Line
[+"] Company Mame [l cemment
[+] werified Signer [ | Autostart Location
[Jwersion ]
[ 1image Path - DEP Status
[ limage Type (64 vs 32-bit) [ 1integrity Level
[ ]Package Mame [ Jwirtualized
[ ]DoPI Awareness [ ]AsSLR Enabled
[ ] Protection [ Julsccess
[ ] contral Flow Guard [ ] Enterprise Context

[ ] Stack Protection

25
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Process Explorer (8/8)
o BISHITPHEER BT

—#h#£Options—VirusTotal.com—CheckVirusTotal.com

T Process Explorer - Sysinternals: www.sysinternals.com [LAPTOP-U7342MAC\popcornking]

File View Process Find Users Help 70%*@ Bjj%g

ZH RS RBREL

H[  RunatLogon Il =T .

Process e |_| FID | Diescription | Company Mame | Yerified Signer
s Microsoft Corporation (Wenfied) Microsoft Windows
(Werified) Microsoft Corporation

+  Verify Image Signatures o
—_—

VirusTotal.com Check VirusTotal.com Microsoft Corporation

ubmit Unknown executables
Always On Top — °
o4 K 5156 E

G Replace Task Manager - 290K
Hide When Minimized 0 K 10228 K

Allow Only One Instance Wi 6,82 K
M K 0,704 K
v Confirm Kill K 6032 K
4 K 35,548 K
Tray lcons Y ik 18900 K 25336 Microsoft OneDriveFile Co-Anthori... Microsoft Corporation (Vexifisd) Microsoft Corporation
2K 67452 K
Configure Symbols... SE WINT
Configure Colors... o K 1228 K 18500
Difference Highlight Duration... 10K 23730 2237 Windows Defender SmantSomen. Microsoft Corporation (Vexified) Micrcsoft Windows
28K 6K 1232
Font. MK 23800K 1404 Windows Services FTE#EIETER Microsoft Corporation (Wefied) Microsoft Windows Publisher
76 K 127K 1456 Windows Services B EMREITIERF Microsoft Corporation (Vexified) Microsoft Windows Publisher
Theme Y sk S4ME 1660
ra swchestene 17176 K 1518 K 1630 Windows Services B F $RRIFF8 B Microsoft Cornoration (Vexifisd) Micresoft Windows Publisher

WirnsTotal
076
i

FUH TS ERTEE -
7]
iid
FHHTEIEEREE -
07
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Event log7i#a (1/7)
AGBERRTEB TIESEHAMNGCE  FEAGSEEEY

,\,&E 8%

FHERENR - DIERAFR ESIREH L TRIVEF

e FIRIWindows Event log BHE > $ARE2E > FANEIR

Ay =5 5E

—WlndOWS%%ﬁ%:'fg_:g_*—a'ﬁzdl ﬁ Windows s2EREZZET
i

A Ifeskizs
A BEREER

TR
q{’ ELEE

T REEE
Ay =R EE

.* EREMEZ 2 MR Windows Defender B XS
B = EE

.I.Jl



Event log7t4a (2/7)

B srERs

BEF HFA BRV) [RBH)

e 20

B Rz (xn)
. [ BIeR
m
- s Windows 22

@ smes

(] =28

£} Setup
& =%

l,il Forwarded Events
) _O =

may

Q mEm
Q sz
Q A

Q sz
Q A
A cese n.a

<

SECENEST )

2024/10/7 T4 04:30:06
2024/10/7 T4 04:30:06
2024/10/7 T4 04:30:06

RE

Microsoft Wir
Microsoft Wir
Microsoft Wir

2024/10/7 T4 04:30:06 Microsoft Wir

A /1077 12006 Micros

AV Cio

2024/10/7 T4 04:30:06 Microsoft Wir

A T A e mA A~ -

“<.5U.U0

>

04 H1Croso 1ndo Securiiy auditing.
—R  EaEH
|§ AR
iKEEEEM): w2t
RIE(S): Microsoft Windows security : TAEC#R(D):  2024/10/7 T4 04:30:06
SERBIEE): 4624 TEMBIY): Logon
BEL): #iR BRFK: BEAD .
< >

Y RUBITRH.
EASITRHA..
A,

Y SREHNZHE..

B »nes

BUHNS
B mMmIfFRms..
gy W
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Event log7t#a (3/7)

e Event log@windowsREZM HiF4CEx @ IR E B E iR RF T

RIS+ Z 4t

i

TER 2 EREE

R (RIER)

EhR * evt

AR * evtx

Windows XP NT 5
Windows 2000 C\Windows\System32\config
Windows 2003

Windows Vista NT6

Windows 7 C:\Windows\System32\winevt\logs
Windows 8

Windows 10

Windows 11
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Event logit4a (4/7)

o ACERIATEF E o] LI /M — 48

(DR RIRNE

ZE M Z BNzl (Access Control) A& & 38 E I8 B 40 %

Security ex.EHESZALCEE - IRE THRACEE

EN Z#MmARTE(Windows Services) ~ 2 #tEF X EREI T2 TV RIHEA AC 8%
System ex. 2R IF I - BINEFRE

FERRET FERREIFMESHEBRMRIACH

Applications ex. PSSR A RACEE ~ MSSQLIEAR T sRACER
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Event log7t43 (5/7)

e Security Log 28 ¥ AREZIVER - LREBHNLHEAR
[FEHRERFEEAZD

—ERENITAH
— B E R R TFEY
~ZERTENENL

e Security Log/E o] # = Tl Isass.exe EITECEE
X - WO E R RN S ZEH

[T

H (X2
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Event log7t4a (6/7)

o FAAUMEEE

=L B ARfaaR - IR EIARE

=5 O BE2 8 EiarrVAlE - BlUlfEiRZ B Az

&l RN R ARIFHI R IR ELCER - AldNEvent Loghk
75 RUE) X 1))

TE1Z AL T)] ZEERRZAI) - AIUERZERINE

N Z2URRIAR - AlEREE AR EE
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Event log7i#a (7/7)
o = 4RI ]2 ZMicrosoftE A E R

—https://learn.microsoft.com/zh-tw/windows-server/identity/ad-
ds/plan/appendix-l--events-to-monitor

BaEim =R B EMEE
Windows Windows it
=Rl =R =
5 223 fiaz
=
E
4618 N/A = CEESERNETEEEEEER -
4649 N/A = DENREFHFHTREE - olgEE S FiamEIia PSR E=EH -
4719 6512 = EZHmEZEFRACOES -
4765 N/A = SID FEEECsSCIFEEES -
4766 MN/A = EIF SID FEIRECEEITIE TR F5RT -
4794 N/A = ED S TEEHSEEFFEREL -
4897 201 = CETEER S EE -
4964 N/A = EHEBEACIEIRSTTREA -
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Event log#:& (1/9)

o O[EEBMER A « WHITEZIE

—fHEARISecurity Event ID
»>528/540/4624 . & AL
>682/4778 : & BEM]
»529~537/539/4625 : AKX
»>538/4634 : &
>576/4672 : EFHEEBEERE

12 IR

= 7
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Event log#:& (2/9)

o S ATEZACERIRE

BIN
RS &
SRR A

= ENHE =18

£ 4624 » Microsoft Windows security auditing.

—R |EAER
BASE
MEA
5 = 2E Rl -1 -5-/1-142
EEEE: Administrator
EEEE: ]
BABRIE: 0x45¢6990
E A GUID: {00000000-0000-0000-0000-000000000000}
EEEREEH
EEEFERE
EEERFEE CAWindows\System32\winlogon.exe
EEEA
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Event log#:& (3/9)

o & ASATLEEAT

2 ([FHERSERIEEE

3 ([FHEZARBESHE

4  FFHBERE (scheduledtasks)y 75 = &

5 HERERFEEA

7 FHE#REZES

8 [FHREZBHEESMEAN  BRNE . EEHIZEESEIBEELIR
9 ([FHREZEAZAEREMERZERIAITEIN(RUNAS)

10 FREZAERREERE

11 FEARERERAIAN AREURRE (cached credentials) &

12 FERAENBRIGEEARREES

13 fERAZEANRRIVREEEES
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Event log#|:&
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VARNSN

- " ZEx M —EmEEA]

1: 8F#

(4/9)

EEOHAEARTIKE
HACE%

E&'}

Elu\

e

T

BEO TR R

= B HE

) EirisiReE (T

» Oy BT8R

4 [ Windows C5%
& EREL
(=E=35

FHEA(H)

234  SIHEE: 18,062 () HEHTE

AEEE=
Q BT
@ geiscpTh
<« [

==
(ST
O EEsEs
B ERESERESSE
L BEsnEs
R

S 4634  Microsoft Windows

b 4

—HB | FaER

SLERE A E(M):
FIR(S):
SRR (E):
E#R(L):
ERE):
OpCode(Q):

FHAEAM:
4 n

ZxE

Microsoft Windoy
4634

#HH

A~ZEH

=&

»

1

EFEREE P T

r

@

AR CREFRIRCE..
EugsEhi..
EABRTER..
BPRACERTR..

ERAEEFAESR..

M TIEREECERE ..

iR
EFEE
Bl

1
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Event log#Iz& (5/9) /
o REFIER B RIRA625(1E S IEE A ) BB RS

B E ML _.— 2
s [xmL |

EEZOQ |gasm -

SHER [ EAQ [ BsW [ 2EENE)
[ #82®) [ #R0

©kea0 wreanc: [ =i o [ ]

TRES) BEREQ: | =]
| As/RsERiE LUERIERARIER/ERIEEE - SRHRES  SEBANS - Ao
1,3,5-99,-76(N)

4625

IESRID: I

Bma=K: I

H EEEU): <FREERE>
Z5(P): <FREEN>
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Event log#|:&
e 552

(6/9)

\

BEEOAE RN ERER

Security 2 S#8E:35463

7 DB REE file)/ /M Security.evt; FR:;

e BHEANEE KR B IfEe. =
N=E 2013/9/ £ 07:06:29 icr... =

L4 07:06:29

L o N

Micr...

@&ER 4 07:06:29 4625 BA

)& 4 07:06:29 Micr.. 4625 BA

OENR 4 07:06:29 Micr.. 4625 BA
i J:? 07:06:29 MICI’...

4625 EA

=23 3

& Eﬁéiaﬁﬁﬂ'laaﬁ
Y Busilef.

EASERA.
T ESEERIRIEE.
B A&

HFAER

L=

E:

EEBA -

ZEERAIE: NULL SID

EEEE: -

hE =4S

EHESBEBM): =2t

==E N

B RN s T e SENE

TIETS8s .

NI INTTT LA AN

FERBICERE.
EEEREFIIE
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Event log#:& (7/9) ‘

r HERSE - BH 4625 *Uﬁﬁﬁ%%ﬁﬂ auditing. u
W ET T EHEA
‘
BALHAES:
=2 ERAE: NULL SID s
REEE: systexmis
EEEH: I
B ER: ]
| FHEE. FENEEE SR ESTE -
AR e 0xc000006d
I FARAE: Oxc0000064
| | [mEEmER
FLEEEEEHERE 0x0 (2]
FLEEEEFEE: O
EEE:
' 88 2 HORIP
192.168.5.2
0
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Event log#IzE (8/9)
o« BRI  SESEAREEALY

— R EnZEas %Uﬂ%:a# 4R omA624(ERINE /\ﬂﬁ)f')tl)f\,%ﬂf?
—
B2%0 (gEsE -|

BHSE [ EAQ [ BswW [ #4300
[ #2r) O =00

@ {&=232(0) BHESEE: I,;_%-tz

-

RES) BERE | =]

A=/HRSENERE LiERSREASRBRE/HEREEE - EZHRMES - F5EAER - Al
1,3,5-99,-76(N)

TIeERI: I

-

BETK): I B

ERZE): <FiEEREE>
ERH(P): <FREERE>

BIRA)
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Event log#|:&

(9/9)

o FHEERZACERR - E— D HEHEA E R

e o

SHERE -'51; 4-624 :-'I:/Iicrosoft Windows security auditing.
Ballll NR=EREE
X
|EAER 10 FAKIN -
HMEA
ZEERAE: S-1-5-21-3932345314-1113236009-1449327009-500 | |
:
e ) BEFGES
5 SAH: ] B Admini =
BARTE: 0x38b8cf sAdministrator .
B A GUID: {00000000-0000-0000-0000-000000000000}
EREREN
EEEFRAE 0x884
EEERESR C:A\Windows\System32\winlogon.exe
|pEEN: <
Trnzm e L AR A
FOB@E (14002000 140.92.
KRiFEEE: 60447 v

() [#
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Event Log Explorer

og Explorer

: File Database Tree View Event Advanced Window Help

@@= J[aum?qimdﬁlter)v;‘_‘@“djé

Computers Tree X | Security onWIN-CQLIDIGHDF X |

=& WIN-CQLIDIGHDTF (ocal) |} 4 4, il | Showing 434 event(s)
s ] Application (752) .
¥ HardwareEvents )
¥ Internet Explorer ()] 3
@ Key Management Servi| | <\, Audit Success 2020/8/18
s .} Media Center (0) 4, Audit Success 2020/8/18
@ OAlerts (1) @, Audit Success 2020/8/18
1 Security (439) @, Audit Success 2020/8/18

3 System (1343)

T 04:54:1
T 04:54: 11
T4 04:54: 11
T4 04:54:0
TFF 04:54:0
T4 04:54:0
T4 04:54:0
T4 04:54:01
T4 04:54:00
T 04:53:5
F4 n4:53:5

5-1-5-18

¢ Windows PowerShell (3 N scmisliminians s s
N :'.{,.v Audit Success 2020/8/18
:EtE *E / AN @ Audit Success 2020/8/18
Z~ /L,\ 5 >
Pl Audit Success 2020/8/18
I%E ﬁ% A, Audt Success 2020/8/18
Q, Audit Success 2020/8/18
I Andit Siirrece NMNIIKRMR
<
o R 5 R
] Spedial privileges assigned to new logon.
o
-%. Subject:
3 Security ID:
Account Name:

i) p—r-Tv— 5 X Description Data

Events: 434 Displayed: 434 Selected: 1

SYSTEM

4624 Microsoft-Windows-5e B A
4672 Microsoft-Windows-Se FRRE A
4624 Microsoft-Windows-Se & A
4672 Microsoft-Windows-Se FEREE A
4624 Microsoft-Windows-Se B A
4624 Microsoft-Windows-Se & A
4648 Microsoft-Windows-5e B A
4672 Microsoft-Windows-Se f§BE & A
4624 Microsoft-Windows-Se & A

4672 Microsoft-Windows-Se fEBE & A
4474 Mirrnenft-Windnwe-Se 2%

N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A

REBARNEERRBBRABE  MBSUSTABSIR
E=HTEHARETRE  RBENTEPRAERNEHEvent
L

WIN-CQLIDIGHC
WIN-CQLIDIGHC
WIN-CQLIDIGHC
WIN-CQLIDIGHC
WIN-CQLIDIGHC
WIN-CQLIDIGHC
WIN-CQLIDIGHC
WIN-CQLIDIGHC
WIN-CQLIDIGHC
WIN-CQLIDIGHC

WINLCOL INTEHE

»

H A
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